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between tuples including numerical and categorical attributes
which 1s independent of attributes hierarchical taxonomies and
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Tuple|Age | Gender | ZIP | Disease Name| Age | Gender | ZIP Tuple Age |Gender| ZIP | Disease

tl | 25 | Female | 22370 | HIV |v_» Mia 35 Female | 22915 4t =t1&t3 |25 ~ 35| Female | 22*** HIV

X5 ’
t2 | 40 | Male |55490 | Malaria 1’025'3@), Jack 40 Male 75942 //' t2 =t2&t4 140 ~ 45| Male |[554**| Malaria
(9 RS ’

t3 | 35 | Female | 22410 | Asthma 10'1 = Anna 25 Female | 22370 |&--->t3 = t1&t3|25 ~ 35| Female |22%** Asthma

td | 45 | Male |55410 |Influenza Sara 35 Female | 65784 t4 =12&t4|40 ~ 45| Male |554**| Influenza

Patient Data Released by Hospital External Data 2-Anonymous Patient Dataset
* The disease of Anna is disclosed and * Linking confidence is reduced by 1/k ratio
her privacy 1s violated. * The privacy of individuals 1s protected to
* High Data Utility but NO Privacy in some extent. However, the data 1s NOT as
Original dataset accurate as the data in original dataset

SD algorithm suggests to cluster the tuples for generalization through local recoding based on distance
calculation to Enhance the Utility of Data 1in k-anonymization.

Patient Data Released by Hospital

| Tuples| Age | Gender | ZIP | Disease
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* Numerical Attribute: D(t;,t;) ,, = RI A J Distance(t1,t2) g j(s) F;/Imiﬂe i?jgg MHIIV,

* (Categorical Attribute: (ATL,) Distance(tl,t3) - et
* Cardinality (4#,) = 1 then Distance (a, a) = 0 Distance(t1,t4) 3 39 | Female'| 224101 Asthma
* Cardinality(A#, ) =2 then Distance (a, b) = 1 ’ t4 45 | Male | 55410 |Influenza

* Cardmality(A4#,) > 2 . -
1. Measuring similarity based on observation probability Privacy (K value) Versus Utility of Data

2. Defining distance based on measured similarities 1 x_"—“‘_"—’t—x—x_,._“_”_x

Japan | USA | China >08 /_._/\\‘_._‘
J_— My =S = p
Male |7_5 5 1 N =
0« = 0.6
Female | 3 0 6 |

* Assuming, values in tuple 1 are Male (Gender), Japan (Nationality) 0.4

* Japan is closer to USA than China based on the contingency table 2 10 20 30 40 50
* Because the probability of being Male from Japan is closer K Value (n=5000)

to Male from USA +Datafly #Incognito Mondrian #SD




