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Motivation SR-model

* Unexpected events: * Provide principles for building resilient systems

* 3.11earthquake * Ageneral dynamic system framework

*  Economiccrisis * Introduce resilience through key properties:

* Resilient systems: absorb/recover from damages * Resistance

* Recoverability
* Functionality
* Stabilizability

* So far, there is no common agreement on the
definition of resilience in computer science

Background

A dynamic system is a graph where each node
represents one system state at a given time (S, is the Dyna mic System
initial state.) Edges represent possible state transitions,
labelled by controlled but non-deterministic actions.

Example:
Performing the action a, on B may result in A or C
depending on the environment.

« Strategy: choose a specific action in each system
(choose a; in S,.)

« System trajectory: one possible scenario, i.e. a
sequence of states (e.g., Sp, A, B, C, D, B, ...)

Properties of Resilience

8
HMH

Configuration Trajectory: some specifications of a !

particular system trajectory Sy, Sy, Sy, -.- 2

Properties on configuration trajectories: g

» Fresistance: the cost of each state has to be kept Z

under / ;

*  <p,g>-recoverability: to recover to a baseline of ,
acceptable quality (< p) as quickly and inexpensively 0 1 2 3 4

Time

(dashed area < g) as possible
» Ffunctionality: to provide an average degree of

quality f during the lifetime of the system B HMH
+ s-stabilizability: to avoid high (> s) transitional costs '

7-resistant and <3,5>-recoverable configuration trajectory

A system is <I,p,q,f,s>-resilient if there is a strategy whose all
scenarios admit a configuration trajectory, which is /-
resistant, <p,g>-recoverable, s-stabilized and f-functional.

Cost

Open Problems

* Given a dynamic system DS and non negative integers 0 1 2 3 4
. o Ti

Lp,q.f.s, is DS <l,p,q,f,s>-resilient? me

* Given /and p, what is the minimal g to satisfy /-resistance Two configuration trajectories that are not 3-stabilizable
_ ility?

and <p,q> recov.el.'ablllty. publication:
° What are the minimal values of I/p/q/fls such that the Nicolas Schwind, Tenda Okimoto, Katsumi Inoue, Hei Chan, Tony Ribeiro, Kazuhiro Minami,

system satisfies </,p,q,f,s>-resi|ience? Hiroshi Maruyama: “Systems Resilience : a Challenge Problem for Dynamic Constraint-

Based Agent Systems”. In Proceedings of the 12t International Conference on Autonomous
Agents and Multi-Agent Systems (AAMAS 2013), pp. 785-788 (Challenges and Visions

Papers 3" prize).
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