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"Don't film it!" -technology to prevent unauthorized copying of displays-
Research on security technologies for overcoming analog-hole problem

Takayuki Yamada?!, Seiichi Gohshi?, and Isao Echizen'3
1Graduate University for Advanced Studies, 2Kogakuin University, 3National Institute of Informatics

Background (analog-hole problem Purpose and means

The problem of copying displayed information is on the rise Purpose:

Casual copylngltdlgltal cameras 15 problema.t|c , Establish technology that prevents unauthorized
_— ‘ “Japan Investigates Online Posting of

Obama Flight Plans,” (NYT, Sep. 10, 2011) copying of information shown on a display

Airport traffic controller photographed displays
showing flight plans for Air Force One

~ . http:/ /www.fan-news.com/news/ Apply a “Screen re-recording
Unauthorized copying of displays headlines/articles/CONN00207278.html

®» Confidential/personal information is disclosed

[1]1 T. Yamada, S. Gohshi, and |. Echizen,
L]

M eans: “Preventing re-recording based on
difference between sensory perceptions of
humans and devices,” Proc. of the 17th

; [1]” International Conference on Image
preventlon SYStem (|CI P201O) Processing (ICIP 2010), pp. 993-996, 2010.

Technical requirements Stand-alone implementation
Preventing illegal recording of displayed content = LCD
. . . . ; Half-silvered
Target Confidential and personal information ﬁ mirror

Preventing information leaks and
copyright violations

Reduce readability of recorded images by
using near-IR rays

Application target Existing displays

Primary use

icrolouver
filter

Prevention measure

<€ A

Long wavelength

:z:gglnpc:gzerty of Entire display area P
Time property of Continuous in order to prevent capture of ﬂﬂfnvf'e”g‘“ Infrared LEDs
added noise single images A e ——
= Our prototype stand-alone implementation (iCabinet) Pl — i 1
satisfies the technical requirements L ' | ' '
Readability evaluation experiment

Evaluation of text readability Case B: Evaluator looked at recorded text information
- Subjective evaluation by five students in their 20s F Represents use of illegally recorded text image
- Five kinds of English documents (newspaper, glossy magazine, etc.) »Illegally recorded text image should be un-readable

- Displayed on 4.2-in. LCD at 0.2 m Grade Evaluation Contents Text readability evaluation results (Times New Roman, 12 pt)
- Six-grade evaluation scale (right) used | 6 T Veryreadable Doc 1 Doc 2 Doc 3 Doc 4 Doc 5

5 Readable X .
Average of -the grades was regarded as 4 | Readable without difficulty With noise
the evaluation value 3 A little difficult to read Without noise 5.16
2 Barely readable (distinction limit) SEDARN ATy
1 L Unreadable With noise: less than 2 (“Barely readable”) T MR v
] . . . Recorded text cannot be distinguished :
Case A: Evaluator Iookgd at text mfgrmatlon. dlrfect!y (eval. value < distinction limit) PR
Represents typical way that information is viewed -t
J@. I B) Readability of text should not be impaired fsecang ot
y " Without noise: greater than 5 (“Readable”) oI by s
All samples graded as 6 (“Very readable”) Recorded text can be distinguished  Heviees dunng
Infrared noise did not affect readability was not cffects

Countermeasure against criminals that use infrared filters
Attaching infrared filters to some camcorders eliminates infrared noise

LCD

Half-silvered
mirror

Countermeasure: detect infrared rays reflected from infrared filters
Use of properties of specular reflection of filters

Evaluation result

nfrared filters

Microlouver
filter

Filter detection algorithm

Reference video Input video .
(w/o audience) qutractlon process
Eliminate reflections off

objects already in room

Specular
reflection

Criminal

Average 5| Subtract ES.timate
v motl\tl)/nareas Motion detection process et e

= : Eliminate movement and/or
Eliminate motion areas

and/or diffuse reflection objects diffuse reflection ObJeCtS l
| Determine reflectionareaS |  Filtering process I
Filter N Calculate total area of each
not detected reflection area and compare LI—I
with threshold IR am_cordg

Infrared detection unit
N " Contact: Isao Echizen — Associate Professor of Digital Content and Media Sciences Research Division

Y
Filter detected
(show location of filter)
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