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— Resilience and IT Risks in Social Infrastructures

Resilience is gaining importance as a core concept to cope with
threats to cities and their social infrastructures, e.g. from natural
disasters, crime, and terrorism. The provision and processing of
real-time information for communication, coordination, and
cooperation is a vital role and IT still has to provide its services, e.g., to
rescue organizations and for catastrophe management, when a
threat becomes reality. While Tokyo is one of the dynamic economic
centres worldwide, it already employs the most sophisticated ICT
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infrastructures. Besides these social characteristics, Tokyo is
endangered by natural disasters, which may be the main driving force
behind the leading role of ICT. The assumption of this research is that
security and privacy are the key factors that differ from European and
Japanese approaches to ICT. We investigate on the support of IT to
strengthen "Resilience in Cities" with the aim to develop a new
security ICT-paradigm by the example of Tokyo.
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