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Formal Models of Multi-Agent Systems

The states are global states
We label the transitions with the name of the agent that
causes the transition by executing some action
This assumes asynchronous action
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Formally

An agent-labelled Kripke structure (over Φ) is a 6-tuple:

K = 〈S,S0,R,Ag, α,V 〉, where

S is a finite, non-empty set of states,
S0 ⊆ S (S0 6= ∅) is the set of initial states;
R ⊆ S × S is a total (each state has a successor) binary
transition relation on S;
Ag = {1, . . . ,n} is the set of agents;
α : R → Ag labels each transition in R with an agent
V : S → 2Φ labels states with a set of propositional atoms

Note: simplifying assumption: single agent execute single
action in each state (interleaved concurrency)
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CTL: language

The language of CTL (CTL formulas) is defined as follows:
Propositional atoms such as p or started are formulas
Formulas can be combined using propositional connectives
such as ∧ (and), ∨ (or), ¬ (not),→ (implication), etc.
We can construct new formulas by putting temporal
connectives in front of an existing formula. If ϕ and ψ are
formulas, then the following as also formulas:

E iϕ on some path, ϕ is true next
E(ϕU ψ) on some path, ϕ until ψ
E♦ϕ on some path, eventually ϕ
E ϕ on some path, always ϕ
A iϕ on all paths, ϕ is true next
A(ϕU ψ) on all paths, ϕ until ψ
A♦ϕ on all paths, eventually ϕ
A ϕ on all paths, always ϕ
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Norms and Social Laws

A norm, or convention, is a rule for social behaviour, that is
generally accepted through some tacit consensus in a
multi-agent society, to improve the efficiency of that society.
Some norms are so important that they become enshrined
as social laws.
Some examples of norms:

thou shalt not kill;
give your seat to an elderly person;
drive on the left/right!
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Social Laws for Multi-Agent Systems
(Also known as Normative Systems)

Mechanism design for legacy systems.
Seminal works by Shoham and Tennenholz (1992, 1996)
Social laws are coordination mechanisms for pre-existing
systems.
A set of rules for individual behaviour of the agents in the
system with goal of ensuring that some desirable global
behaviour, the objective, will result.
Prohibit certain actions in certain states.
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Example

Objective: no crash
Social law: right of way if coming from the right

⇒ objective achieved
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Example

Objective: traffic flow and no crash
Social law: right of way if coming from the right

⇒ objective not achieved
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Offline and Online Design

Two ways social laws can come to exist:

1 Offline design
Mechanisms are engineered at design time.

2 Emergence at run-time.
Agents develop the social laws at run-time; typically by
co-learning, copying, . . .
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Offline Design: Advantages & Disadvantages

+ system designer has absolute control;
+ optimality guarantees;
− not flexible⇒ not robust;
− constant reprogramming;
− complexity of design (we will discuss later!).
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Emergence at Run-time: Advantages &
Disadvantages

+ can adapt to changing/unforeseen circumstances;
− nobody has oversight;
− no optimality guarantees (“local maxima”).
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Offline design

In the remainder of this course I will focus on offline design
Offline design of social laws first investigated by Moses,
Shoham and Tennenholtz (1991–97)
In the remainder of this tutorial, we focus on the use of
logic (in particular CTL in the specification and synthesis of
social laws.
Logic gives us a transparent, precise, and unambiguous
language with which to express the properties of social
laws.
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Setting

Model the system as a Kripke model K
Model the objective as a CTL (or ATL) formula ϕ
It is typically the case that

K 6|= ϕ
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Social Laws

A social law is simply a labelling of some of the transitions as
undesirable or illegal

It is typically the case that if none of the illegal transitions
are used, the system will behave in a desirable way
Fundamental assumption: agents choose whether or not to
comply
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Social Laws: formally

Formally, a social law
η ⊆ R

is defined in the context of a Kripke structure, and is
simply a subset of the transition relation R, such that R \ η
is a total relation.
Intended interpretation: (s, s′) ∈ η means transition (s, s′)
is forbidden in η.
Let Cη(s) be the set of η-conformant s-paths (w.r.t. some
R).
We can take union, intersection, etc, of normative systems:
a calculus of normative systems.
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Implementing social laws

Implementing a social law on a Kripke structure means
eliminating from it all transitions that are forbidden
If K is a Kripke structure, and η is a social law over K , then

K † η

denotes the Kripke structure obtained from K by deleting
transitions in η.
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Example
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Effective social laws

A social law eta is effective if

K † η |= ϕ

In this case, implementing the norm will ensure the
objective ϕ holds under the assumption that everybody
comply.
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Effective Social Laws

A social law η is effective in K wrt. objective ϕ if after
implementing it, the objective ϕ is guaranteed to hold:

K † η |= ϕ

EFFECTIVENESS:
Given: K , ϕ, η.
Question: is η effective?
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Checking Effectiveness

Theorem
Effectiveness can be checked in polynomial time (if the model
is explicitly represented).
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The Feasibility Problem

FEASIBILITY:
Given: K , ϕ.
Question: does there exist a social law such that is η
effective wrt. objective ϕ?

Theorem
The feasibility problem is NP-complete (for explicit
representations).



From last week Social Laws Symbolic Representations Reasoning about Social Laws

The Feasibility Problem

FEASIBILITY:
Given: K , ϕ.
Question: does there exist a social law such that is η
effective wrt. objective ϕ?

Theorem
The feasibility problem is NP-complete (for explicit
representations).



From last week Social Laws Symbolic Representations Reasoning about Social Laws

Example

Tunnel

Train E

Train W

eastwest Controller Norms:

n1: controller
 only sets east 
 to green if E 
 is waiting and 
 W is not waiting,
 similar for west

n2: only enter on
green light
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Example: model and social laws
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Example

crash = (EStatus = tunnel) ∧ (WStatus = tunnel)

K † η1 6|= A crash

K † η2 6|= A crash

K † (η1 ∪ η2) |= A crash
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Symbolic Model Representation: SRML

In practice: cannot represent state models explicitly
Instead: need a succinct symbolic representation language
SIMPLE REACTIVE MODULES LANGUAGE (SRML) [Hoek et
al., 2006]: a rule-based language for MAS specifications

module toggle controls x
init
`1 : > ; x ′ := >
`2 : > ; x ′ := ⊥
update
`3 : x ; x ′ := ⊥
`4 : (¬x) ; x ′ := >

Here ` are labels (think line numbers in BASIC!)
Each agent is represented as a module, and a set of
modules represent a Kripke structure
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Symbolic Representation for Social Laws

(S)RML is a standard, general language for model
representation
What about social laws, i.e., model restrictions on such
representations?
We introduce Symbolic Normative Systems Language
(SNL), which extends (S)RML with such restrictions
A big advantage: allows us to write down a description of
the model and of one or several social laws separately and
in a modular way

can modify the social law without modifying the model
compare different social laws in the context of the same
model
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Symbolic Normative Systems Language: SNL

normative-system id
χ1 disables `11 , . . . , `1k

· · ·
χm disables `m1 , . . . , `mk

An SNL interpretation is a collection of SNL normative
systems
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Example

Tunnel

Train E

Train W

eastwest Controller Norms:

n1: controller
 only sets east 
 to green if E 
 is waiting and 
 W is not waiting,
 similar for west

n2: only enter on
green light
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Example: SNL representation (1/2)

module controller controls EGreen,WGreen
init
`1 : >; EGreen′ = >
`2 : >; WGreen′ = ⊥
update
SwitchE : >; EGreen′ := ¬EGreen
SwitchW : >; WGreen′ := ¬WGreen

normative-system ηc
¬EGreen ∧ ¬(EStatus = waiting ∧ ¬WStatus = waiting)
disables SwitchE
¬WGreen ∧ ¬(WStatus = waiting ∧ ¬EStatus = waiting)
disables SwitchW
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Example: SNL representation (2/2)

module TrainE controls EStatus
init
`3 : >; EStatus′ := waiting
update
`4 : EStatus = away ; EStatus′ := away
`5 : EStatus = away ; EStatus′ := waiting
`6 : EStatus = waiting ; EStatus′ := waiting
Eenter : EStatus = waiting ; EStatus′ := tunnel
`7 : EStatus = tunnel ; EStatus′ := away

normative-system η2
¬EGreen disables Eenter
¬WGreen disables Wenter

(For brevity we take a little liberty with the notation; variables
should really be Booleans)
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Relations Between Symbolic Normative Systems

Suppose we ask whether η is a subset of η′, i.e., η v η′.
For explicit representations, checking this is easy (set
containment).

Theorem
This problem is PSPACE-complete for SNL representations

Theorem
Checking equivalence of SNL normative systems is also
PSPACE-complete
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Effectiveness under Symbolic Representations

EFFECTIVENESS:
Given: K , ϕ, η.
Question: is η effective?

Theorem
Effectiveness can be checked in polynomial time (if the model
is explicitly represented). If the model is represented using the
reactive modules language, checking effectiveness is
PSPACE-complete.
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Feasibility under Symbolic Representations

FEASIBILITY:
Given: K , ϕ.
Question: does there exist a social law such that is η
effective wrt. objective ϕ?

Theorem
The feasibility problem is NP-complete for (explicit
representations), and PSPACE-complete for reactive modules.
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Representing Social Laws

We have used logic as a specification for the desirable
properties of social laws.
But we haven’t (yet) seen a logic about social laws, i.e.,
where we can talk about social laws in the object language.
Since we are in the realm of talking about what is
prohibited and permissible, we are here close to the real of
deontic logic: the logic of permissions and obligations.
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Normative Temporal Logic (NTL)

Based on CTL, with quantifiers for each normative system.
Deontic modalities are contextualised to normative
systems
Can only talk about whether something is
permissible/obligated in the context of a specific normative
systems
Makes it possible to talk about inconsistencies between
normative systems in the object language
Have deontic modalities that are bound to temporal
operators.
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NTL: syntax

Basic operators, where η is a name for a normative system:

Pηϕ ϕ is permissible in η
Oηϕ ϕ is obligatory in η

Combined with CTL tense operators:i next
♦ eventually

always
U until

and the usual propositional connectives
Example: PTokyo eatnoodles
Example: OTokyo♦paynoodles
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NTL: Semantics

For semantics, we need an interpretation I for normative
systems named in formulae.
Require: I(η∅) = ∅
Interpreting obligations. . .
ϕ is obligatory in η if ϕ is true on all η-conformant
computations
K , s |=I Oη

iϕ iff ∀π ∈ CI(η)(s) : K , π[1] |=I ϕ;
Interpreting permissions. . .
ϕ is permissible in η if ϕ is true on some η-conformant
computation
K , s |=I Pη

iϕ iff ∃π ∈ CI(η)(s) : K , π[1] |=I ϕ;
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Example

a

b

c

d

I(η) = {(a,b), (a, c)}
I(η) = {(a, c), (a,d)}
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Example
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Example

Oη
ired ∧¬Oη

ired ∧ Pη
iwhite ∧ ¬Pη

iwhite
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Example

Oη (red ∨ black)
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Example

Pη
iOη

ired
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Some properties

We write:
Aϕ ≡ Oη∅ϕ Eϕ ≡ Pη∅ϕ

For any normative system η:

|= (Aϕ→ Oηϕ) |= (Oηϕ→ Pηϕ) |= (Pηϕ→ Eϕ)
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NTL: Axioms

(Ax1) All validities of propositional logic
(Ax2) Pη♦ϕ↔ Pη(>U ϕ)

(Ax2b) Oη ϕ↔ ¬Pη♦¬ϕ
(Ax3) Oη♦ϕ↔ Oη(>U ϕ)

(Ax3b) Pη ϕ↔ ¬Oη♦¬ϕ
(Ax4) Pη

i(ϕ ∨ ψ)↔ (Pη
iϕ ∨ Pη

iψ)

(Ax5) Oη
iϕ↔ ¬Pη

i¬ϕ
(Ax6) Pη(ϕU ψ)↔ (ψ ∨ (ϕ ∧ Pη

iPη(ϕU ψ)))

(Ax7) Oη(ϕU ψ)↔ (ψ ∨ (ϕ ∧Oη
iOη(ϕU ψ)))

(Ax8) Pη
i> ∧Oη

i>
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NTL: Axioms

(Ax9) Oη(ϕ→ (¬ψ ∧ Pη
iϕ))→ (ϕ→ ¬Oη(γ U ψ))

(Ax9b) Oη (ϕ→ (¬ψ ∧ Pη
iϕ))→ (ϕ→ ¬Oη♦ψ)

(Ax10) Oη (ϕ→ (¬ψ ∧ (γ → Oη
iϕ)))→ (ϕ→

¬Pη(γ U ψ))

(Ax10b) Oη (ϕ→ (¬ψ ∧Oη
iϕ))→ (ϕ→ ¬Pη♦ψ)

(Ax11) Oη (ϕ→ ψ)→ (Pη
iϕ→ Pη

iψ)

(R1) If ` ϕ then ` Oη ϕ (generalization)
(R2) If ` ϕ and ` ϕ→ ψ then ` ψ (modus ponens)
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NTL: Axioms

(Obl) If something is obligatory in “nature”, then it must
be obligatory in any normative system you invent.

Oη∅α→ Oηα

(Perm) You cannot make things possible in a normative
system that were not possible in nature.

Pηα→ Pη∅α
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NTL: Axioms: adding normative systems
dependencies

Let us write η v η′ if I(η) ⊆ I(η′)
Then η v η′ means η is less restrictive than η′.
This gives following two axioms. . .
If η is less restrictive than η′ then anything obligatory in η is
obligatory in η′

η v η′ → (Oηα→ Oη′α)

If η is less restrictive than η′ then anything permissible in η′

is permissible in η

η v η′ → (Pη′α→ Pηα)
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is permissible in η

η v η′ → (Pη′α→ Pηα)



From last week Social Laws Symbolic Representations Reasoning about Social Laws

NTL: Axioms: adding normative systems
dependencies

Let us write η v η′ if I(η) ⊆ I(η′)
Then η v η′ means η is less restrictive than η′.
This gives following two axioms. . .
If η is less restrictive than η′ then anything obligatory in η is
obligatory in η′

η v η′ → (Oηα→ Oη′α)

If η is less restrictive than η′ then anything permissible in η′

is permissible in η

η v η′ → (Pη′α→ Pηα)



From last week Social Laws Symbolic Representations Reasoning about Social Laws

NTL: Axioms: adding normative systems
dependencies

Let us write η v η′ if I(η) ⊆ I(η′)
Then η v η′ means η is less restrictive than η′.
This gives following two axioms. . .
If η is less restrictive than η′ then anything obligatory in η is
obligatory in η′

η v η′ → (Oηα→ Oη′α)

If η is less restrictive than η′ then anything permissible in η′

is permissible in η

η v η′ → (Pη′α→ Pηα)



From last week Social Laws Symbolic Representations Reasoning about Social Laws

NTL: Axioms

Theorem
The axiomatic system is a sound and complete axiomatisation
of NTL.
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Relationship to Deontic Logic

Two main differences to the language of (conventional) deontic
logic:

The NTL operators are contextual; they refer to specific
normative system. One formula can refer to several
different normative systems.
All deontic operators in NTL are bound to temporal
operators – all deontic epressions refer to time.
Conventional deontic logic contains no notion of time
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Relationship to Deontic Logic

How to compare?
Possibility 1: interpret “obligatory” (Oϕ) in conventional
deontic logic to mean “always obligatory” (Oη ϕ)
Possibility 2: interpret “obligatory” (Oϕ) in conventional
deontic logic to mean “obligatory at the next point in time”
(Oη

hϕ)
In either case: all the principles of Standard Deontic Logic
(STD) hold in NTL

O(ϕ→ ψ)→ (Oϕ→ Oψ) (K)
¬O⊥ (D)
from ϕ infer Oϕ (N)
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Example

Tunnel

Train E

Train W

eastwest Controller Norms:

n1: controller
 only sets east 
 to green if E 
 is waiting and 
 W is not waiting,
 similar for west

n2: only enter on
green light
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Example: SNL representation (1/2)

module controller controls EGreen,WGreen
init
`1 : >; EGreen′ = >
`2 : >; WGreen′ = ⊥
update
SwitchE : >; EGreen′ := ¬EGreen
SwitchW : >; WGreen′ := ¬WGreen

normative-system η1
¬EGreen ∧ ¬(EStatus = waiting ∧ ¬WStatus = waiting)
disables SwitchE
¬WGreen ∧ ¬(WStatus = waiting ∧ ¬EStatus = waiting)
disables SwitchW
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Example: SNL representation (2/2)

module TrainE controls EStatus
init
`3 : >; EStatus′ := waiting
update
`4 : EStatus = away ; EStatus′ := away
`5 : EStatus = away ; EStatus′ := waiting
`6 : EStatus = waiting ; EStatus′ := waiting
Eenter : EStatus = waiting ; EStatus′ := tunnel
`7 : EStatus = tunnel ; EStatus′ := away

normative-system η2
¬EGreen disables Eenter ¬WGreen disables Wenter

(For brevity we take a little liberty with the notation; variables
should really be Booleans)
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Example: NTL properties

Tunnel

Train E

Train W

eastwest Controller Norms:

n1: controller
 only sets east 
 to green if E 
 is waiting and 
 W is not waiting,
 similar for west

n2: only enter on
green light

Let crash = (EStatus = tunnel) ∧ (WStatus = tunnel)
Pη∅♦crash
Pη2♦crash
Oη1∪η2 ¬crash



From last week Social Laws Symbolic Representations Reasoning about Social Laws

Example: NTL properties

Tunnel

Train E

Train W

eastwest Controller Norms:

n1: controller
 only sets east 
 to green if E 
 is waiting and 
 W is not waiting,
 similar for west

n2: only enter on
green light

Let crash = (EStatus = tunnel) ∧ (WStatus = tunnel)
Pη∅♦crash
Pη2♦crash
Oη1∪η2 ¬crash



From last week Social Laws Symbolic Representations Reasoning about Social Laws

Example: NTL properties

Tunnel

Train E

Train W

eastwest Controller Norms:

n1: controller
 only sets east 
 to green if E 
 is waiting and 
 W is not waiting,
 similar for west

n2: only enter on
green light

Let crash = (EStatus = tunnel) ∧ (WStatus = tunnel)
Pη∅♦crash
Pη2♦crash
Oη1∪η2 ¬crash



From last week Social Laws Symbolic Representations Reasoning about Social Laws

Example: NTL properties

Tunnel

Train E

Train W

eastwest Controller Norms:

n1: controller
 only sets east 
 to green if E 
 is waiting and 
 W is not waiting,
 similar for west

n2: only enter on
green light

Let crash = (EStatus = tunnel) ∧ (WStatus = tunnel)
Pη∅♦crash
Pη2♦crash
Oη1∪η2 ¬crash



From last week Social Laws Symbolic Representations Reasoning about Social Laws

Model Checking

Variants:
Model representation: explicit or symbolic?
Interpretation of normative systems named in the formula:
given or synthesised?

sy
m
b
o
lic

ex
p
lic

it

Interpreted Uninterpreted

representation

Interpretation
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Interpreted Explicit State Model Checking

Definition

Given a Kripke structure K = 〈S,S0,R,V 〉, interpretation
I : Ση → N(R) and formula ϕ of NTL, is it the case that K |=I ϕ?

Theorem
P-complete
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Uninterpreted Explicit State Model Checking

Definition

Given a Kripke structure K = 〈S,S0,R,V 〉 and formula ϕ of
NTL, does there exist an interpretation I such that K |=I ϕ?

Theorem
NP-complete
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NTL, does there exist an interpretation I such that K |=I ϕ?

Theorem
NP-complete
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Interpreted SRML Model Checking

Definition
Given SRML system R, SNL normative systems η1, . . . , ηk , and
NTL formula ϕ over these, is ϕ satisfied by these?

Theorem
PSPACE-complete
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Uninterpreted SRML Model Checking

Definition
Given SRML system R and NTL formula ϕ over R, does there
exist an interpretation I such that ϕ is satisfied under these?

Theorem
EXPTIME-hard
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Complexity: summary

sy
m
b
o
lic

ex
p
lic

it

Interpreted Uninterpreted

representation

Interpretation

P-complete NP-complete

PSPACE-complete EXPTIME-hard
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