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Originator Target Querier Authority
----; Recursive = Auth server
a.example.com resolver
spam.bad.jp / (192 128.0.1) / rdns example com /' m.root-servers.net
(1.2.3.4) ! (192.168.0.3) ! (1.in-addr.arpa)
- ! / a.dns.jp
(2.1.in-addr.arpa)

/
Recursive ,'l
v resolver
rdns.example.jp
(172.16.0.2)

bad.jp: the final authority

(3.2.1.in-addr.arpa
and 4.3.2.1.in-addr.arpa)

Query log @ Auth server
192.168.0.3 "PTR? 4.3.2.1.in-addr.arpa"
172.16.0.2 "PTR? 4.3.2.1.in-addr.arpa"

b.example.com
\ (192.168.0.2)
c.example.jp

(172.16.0.1)

— SMTP(application traffic)
====% DNS: PTR? 4.3.2.1.in-addr.arpa

ESAN RS2

Original log messages
Classify log messages
Classified log

Event1:user**logged in from**

Find causality among
log events
Causality graph
Filter self evident
relations

Provided informaton

2015-11-14 13:02:16
2015-11-14 14:25:00
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