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The scale of misuse of mission-critical assets manip-
ulated by computer-based systems has increased, be-
cause of their worldwide accessibility through the In-
ternet and the automation of systems. Security is con-
cerned with the prevention of such misuse. The sys-
tematic development of software that considers security
risks and threats explicitly is increasingly recognized
as critical to improving overall systems security. This
special issue provides a forum for discussing research
directions in software engineering for developing se-
cure systems more effectively. It comprises seven pa-
pers that underwent one or more cycles of anonymous
peer review and revision.

The first paper on “PORTAM: Policy, Requirements
and Threats Analyzer for Mobile Code Application”,
by Haruhiko Kaiya, Kouta Sasaki, and Kenji Kai-
jiri, presents an automated tool to support users and
providers of information systems, to help them under-
stand the threats and the requirements of these systems.
The paper focuses on Java mobile code applications.

The second paper on “Curriculum Design and
Methodologies for Security Requirements Analysis”,
by Kenji Taguchi and Yasuyuki Tahara, describes the
authors’ Security Requirements Analysis educational
course, part of the Top SE project, to teach the students
how to find and fix security defects in software, as early
as possible in the systems development life cycle.

The third paper on “A Survey on Security Patterns”,
by Nobukazu Yoshioka, Hironori Washizaki, and Kat-
suhisa Maruyama, surveys existing approaches to es-
tablishing security patterns, which are reusable solu-
tions to security problems, and illustrates a direction
for the integration of patterns into the development life
cycle.

The fourth paper on “Software Security Engineer-
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ing in Wireless Sensor Networks”, by Eric Platon and
Yuichi Sei, surveys the state of the art of security
engineering in wireless sensor networks. The paper
overviews security issues and solutions that are specific
to this application area.

The fifth paper on “CAMNEP: An Intrusion De-
tection System for High-Speed Networks”, by Martin
Rehdk, Michal Péchoucek, Karel Bartos, Martin Grill,
Pavel Celeda, and Vojtéch Krmicek, presents the au-
thor’s research that aims to detect malicious traffic in
high-speed networks by means of correlated anomaly
detection methods.

The sixth paper on “Feature Interaction: the Security
Threat from within Software Systems”, by Armstrong
Nhlabatsi, Robin Laney, and Bashar Nuseibeh, reviews
the literature on offline approaches to detecting feature
interactions, and identifies research challenges specifi-
cally arising from feature interactions that result in se-
curity violations.

The final paper on “Placing Computer Security at the
Heart of Learning”, by Mike Richards, Blaine Price,
and Bashar Nuseibeh, presents the educational ap-
proach adopted at the UK’s Open University for teach-
ing computer security to large numbers of students at a
distance, through supported open learning.

The guest editors would like to thank the authors
of papers in this special issue for their substantive
contributions. These papers will be of value to re-
searchers, educators, and practitioners, justifiably con-
cerned about systems security. We also would like to
thank the many reviewers for devoting time and effort
to improve the quality of papers this issue. Finally, we
would like to acknowledge the UK Engineering and
Physical Research Council (EPSRC) and The Royal
Society for their financial support.
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