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. EICHREFEIICESTHERRERT IIINTIAT VT AT+

. Decentralized ldentifiers (DID) / W3C Candidate Recommendation (v1.0)
. ;= FEREMTITENTWERW TRODEIEED) 71T VT 4T 4
D ATLAIEERTHD., BEEER TCEEAE

Tlrll

. Verifiable Credentials / W3C Recommendation (v1.1 - v2.01EZEH)
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Vel‘ifiable Credentials Data MOdel V] ] (W3C Recommendation)

MREEAIEE/R T VY ILEEEBE DT —Y ETILEEEE
SXRIFLG TEERE 07 VY IMEFR

. TIUYIIEZFEM AW [BITE] (ssuer)ick D [WRZE] (Subject)hViF
EDFGFZmLUTWBEEZ [(RFEFE] (Holder) BRI ZENTES

C -4 = =
] Verifiable Credentials Data Model v1.1 W3C
(3] .
g W3C Recommendation 03 March 2022 < s ~ e N e
= Issuer o e 5 Verifier
@) ¥ More details about this document Issues Issue g Send Requests, Verifies
(W] ) Stores, Presents .
Q Credentials Presentation
S This version: - ) - ~ -
N https://www.w3.0rg/TR/2022/REC-vc-data-model-20220303/
Regist
= Latest published version: Identi%lcjr:;nd
https://www.w3.0org/TR/vc-data-model/ Use Schemas
Latest editor's draft: #
https://w3c.github.io/vc-data-model/ Verify Identifiers e ) Verify Identifiers
History: 300 Wse aemas. Verifiable Data Registry g 0 SEnemaS
https://www.w3.org/standards/history/vc-data-model Maintain Identifiers and Schemas
Commit history . v,

Implementation report:
https://w3c.qgithub.io/vc-test-suite/implementations/

Verifiable Credentials Data Model v1.1, W3C Recommendation 03 March 2022
https:.//www.w3.org/TR/2022/REC-vc-data-model-20220303/

g@ © Shigeya Suzuki
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JSON-LDFH, D Verifiable Credential®#l

{

"@context": [
"https://www.w3.0rg/2018/credentials/vl", fl b o ( Ve )
"https://www.w3.0rg/2018/credentials/examples/v1" [ e ] S T | g vente

] , 3 D redentials L p Presen tation g v

"1d": "http://example.edu/credentials/5847/3", yRegster

"type": ["VerifiableCredential", "AlumniCredential"], | s

"issuer": "https://example.edu/issuers/565049", 5ﬁ§ﬁﬁ%{ RS ]<@ﬂﬁ£?

"issuanceDate": "2010-01-01T00:00:060Z", Maintain Identifiers and Schenas

"credentialSubject”: {
"1d": "did:example:ebfeblf/12ebcb6flc2/6ell2ec2l”,
"alumniOf": {
"1d": "did:example:c2/6ell2ec2lebfeblf/12ebcofl”,
"name" : [{
"value": "Example University",
"lang": "en"

Peo Ao
"value": "Exemple d'Universite",
"lang": "fr"
;]
}
!

"oroof": { ... (&) }

© Shigeya Suzuki 1 O



JSON-LDFH, D Verifiable Credential®#l

{
"@context": |
"https://www.w3.0rg/2018/credentials/vl", e | >”,M“,\ [ v
"https://www.w3.0rg/2018/credentials/examples/vl” Tsues e | s | Sl | Requets Vet
] \_ Y, e J \_
"id": "http://example.edu/credentials/584/3",  Register
"type": ["VerifiableCredential", "AlumniCredential"], VJMWM
"issuer": "https://example.edu/i1ssuers/565049", Verify Identifiers - , Verify Identifi
and Use Schemas Verlflable Data RegIStry and Schemas
-I S S u a n C e ' a t e : ° o o o o o . o o . o o R Maintain Identifiers and Schemas

"credentialSubject":

"1d": "did:example:ebfeblf/12ebcoflc2/6el2ec21",

"alumniOf": {

"id": "did:.:example:c2/6el2ec2lebfeblf/12ebc6fl", FH1TE (Issuer)
Hnamell. [{
"value": "Example University",
Illangll: llenll
pe A XtE&RE (Subject)
"value": "Exemple d'Universitée",
Illangll: llfr.ll

—
SERRANE R
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Detail of Chain of Trust of SHC in Japanese Vaccination Certificate (Domestic)

© Shigeya Suzuki

JSON File: Japanese Domestic Vaccine Certificate

JWS - Header

{
alg: 'ES256',
zip: 'DEF',
kid: 'f1lvhQP900ZkityrguynQgB4aVh8u9xcf3wm4AFF4avw'

JWS - Payload
{ o e m e __
l'iss": "https://vc.vrs.digital.go.jp/issuer/", ]
"nbf": 1620992383.218,
"ve': {
"@context": [

"https://www.w3.0rg/2018/credentials/v1l"

1/

"type": [
"VerifiableCredential",
"https://smarthealth.cards#health-card",
"https://smarthealth.cards#immunization",
"https://smarthealth.cards#covidl9"

1/

"credentialSubject": {

"fhirversion": "4.0.1",

"fhirBundle": {
"resourceType": "Bundle",
"type": "collection",
"entry": [

/] ————- Snip -—-—----

]

}

CN=vc.vrs.digital.go.jp Issuer

JWS - Signature

RH5TVWB-
aYrPnbtb2LXU9gpC1lWRraOgQHJjZxSE htNScq8NdIdgoUt5ClkvdiXbYqg
D79W87s19x66 fFCwmCmgw

Web Server: https://vc.vrs.digital.go.jp/issuer/

JWKS file: in URL: https://vc.vrs.digital.go.jp/issuer/.well-known/jwks.json

{
"keys": [
{
"kty": IIECII ,
"kid": "f1vhQP900ZkityrguynQgB4avVh8u9xcf3wm4AFF4avw",
llusell: IlsigII,
ralgl: "ES2%6'. _ _

| rieyic., X.509 CA Certificates for

I wMrTBKDC..",

"MITBITC..” Issuer’s Signing Key

Merv™:™ "P-256", Issuer’s
"ViKBgZ0£f3pQKv-tSz653HUtIzCS8TVSNulHwiOtKpSk", | . .
Signing Key

": "5fGcRveDtGxLX2qg CJXLUOITyAR5KuVNsfe9TkjE86k",

CA
Certificate

root CA
Certificate

Issuer
Certificate

CN=vc.vrs.digital.go.jp CA

Self-Signed Root

Verifying Device

Vaccine Certificate App

root CA
Certificate

Note: Part of this example is not from the real certificates, and not from real execution results due to the experimental environment

CN=vc.vrs.digital.go.jp Root CA

12



Decentralized Identifier (DIDS) V-I O (W3C Recommendation)

. B FHEROHFICEDODIT—Y ETIVIEL
. FIEMNE DHEAEOE TCECEERD M TV T 14T 14 2EKIRETES
 BEOAL(XY Y MYTEESIN. XYy NICED, 7JOv T F o —2 il
ZTITXZAICTBDHDH., UBEWBHDHH B

Scheme

-

did:example:12345678%abcdefghi DID T DID
%—, Su bJeCt did:example:123
DID Method DID Method-Specific Identifier ' .
recorded on >

Il

A
resolves to

refers, and

v More details about this document recorded on
dereferences, to
This version: _
https://www.w3.org/TR/2022/REC-did-core-20220719/ ‘ ¥
Latest published version:
https://www.w3.org/TR/did-core/ DID controls
» DID document
_ » _ controller

Decentralized ldentifier (DIDs) v1.0 (W3C Recommendation)

https://www.w3.0org/TR/2022/REC-did-core-20220719/

% © Shigeya Suzuki

H Decentralized Identifiers (DIDs) v1.0 W3~ contains

i1 Core architecture, data model, and representations o 3

£ | DID URL Verifiable
4 W3C Recommendation 19 July 2022 did:example:123/path/to/rsrc Data
E Registry
o

p<
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DID Method & EZ&KIR;

DID Specification Registry (c—
. VI A—NIVATAMNIREOSNIZEERD

BEMNHD, WECDU X MITIET581E @ozzz3

#3501

]

3 12. DID Methods

This table summarizes the DID method specifications currently in development. The links will be updated as
subsequent Implementer’s Drafts are produced.

The normative requirements for DID method specifications can be found in Decentralized Identifiers v1.0:
Methods [DID-CORE]. DID methods that do not meet these requirements will not be accepted. We encourage
DID method authors to provide an email address in the Author Links column, as this helps with maintenance.

ISSUE

How will we automate the update of the namespace reservations and keep them in sync with the reserved
namespace in the Abstract Data Model? See issue #152.

DLT or Network

Method Name Status

Author Links

did:3: PROVISIONAL Ceramic Network Joel Thorstensson 31D DID Method
did:abt: PROVISIONAL ABT Network ArcBlock ABT DID Method
did:aergo: PROVISIONAL Aergo Blocko Aergo DID Method
did:ala: PROVISIONAL  Alastria lastiaatons Srhalr
Blockchain Ecosystem Method
did:bba: PROVISIONAL Ardor Attila Aldemir BBA DID Method
did:bid: PROVISIONAL bif teleinfo caict BIF DID Method
did:bnb: PROVISIONAL - nance Smart Ontology Foundation Sinance DID
Chain Method

DID Core Specification Test Suite and

Implementation Report
30 July 2021

Latest editor's draft:
https://w3c.github.io/did-test-suite/

Editors:
Orie Steele (Transmute)

Shigeya Suzuki (Keio University)
Manu Sporny (Digital Bazaar)
Markus Sabadello (Danube Tech)

Participate:
GitHub w3c/did-test-suite

File an issue
Commit history
Pull requests

Copyright © 2021 w3c® (MIT, ERCIM, Keio, Beihang). W3C liability, trademark and permissive document license

https://w3c.qgithub.io/did-spec-reqistries/#did-methods

© Shigeya Suzuki
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771\ —EHDIRRE

. DID RE—DI1—UDLZHAN. BRICEVWDINTESLDICE>TVS
. DID (&, DID Z{zZ 25X R, HAGDLESVCHFICIHU T, XWRT &ICHS
YEBX (pair-wise) TEDLN D I EDFIR EG > TS

Mt

. DID £ K0 DID document [CEF NS BEIRIC. BAFINBImPI)ZEH DT
T T, BEAFICENBEBEEDH D BEHRMNEETNHEVELDIC, FTEEL
meT., KR\t WEBICIGUEFEEESE) GEMNThbhTWS

><ld

. DID Coref:tRE® §9. Security Considerations. §10. Privacy
Considerations [&. T/ > FOBENREINTWS
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Trusted Web 71 X—/\ Ver2.0
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Trusted Web ;R4 FR—/\—

Ver2.0
Trusted Web 7R A FR—/\— BF=:
Ver2.0
202248 A 15 H
Trusted Web ##EiHER
20224 8H 15H

Trusted Web¥tEHES

https://www.kantel.go.jp/jp/singi/digitalmarket/trusted_web/index.html
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Trusted Web k71 hAR—/\—Ver2.0 - 3L T

1. RSFDERE INETORTRE

2. EELTWAREE ZFDER

3. Trusted Webh BigI X E A ME

4. Trusted Web®D &5 XXKXT71 vk

5. Trusted Web%Z & S5 EIHT 5 hH

6. Trusted Web®D7—*7 I FvT7H1

7. HI\F>2 R

O.ver1.0TERELR TRAl, ANDXIRR

10. SEDOEHRICDOWVWT D73
% A. TRUSTED WEB 21—XJ7 —X 1
{J#x B. TRUSTED WEB 1—X%—X 2
&% C. TRUSTED WEB 1—XJ —X 3
48 D. >—T YV AEK
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