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 DATA masking filter’z{ERk

e deletion HET D
e masking-out XC~YATID
e encryption 55169 D

e substitution J\w=14{9 D
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» Normalize FilterZ{ERK;

e Mac Address@®NormalizeZ{TD,
LIFoOREARDMACY RL XL 1 DICH—

® XXX XXXX. XXXX
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o

e« DHCPOOOY L L2SWEREE O ZH55S

pHcpOS'
2016 Jun 22 03:17:35 ara-dhcp02 DHCPACK on 192.168.219.187 to c0:e0:28:3¢:52:07
(pc_name_R5jG7mnr9sWNXFhhU2Hazg) via eth0.7

LswOdsd
2016 Jun 22 05:29:35 a0a00011 AUT 06/22 05:29:35 MAC No=1:NORMAL:LOGIN:
MAC=c0e0.283¢.5207 PORT=0/14 VLAN=219 Login succeeded.

wmand

2016 Jun 22 03:17:35 ara-dhcp02 DHCPACK on 192.168.219.187 to c0:e0:28:3c:52:07
(pc_name_R5jG7mnr9sWNXFhhU2Hazg) via eth0.7 2016 Jun 22 05:29:35 a0a00011
AUT 06/22 05:29:35 MAC No=1:NORMAL:LOGIN: MAC=c0e0.283c.5207 PORT=0/14
VLAN=219 Login succeeded.



Norikra EPL

SELECT

d.message as dhcp_message, d.timestamp as timestamp,
|.message as 12sw_message, |.timestamp as 12sw_timestamp,
d.dhcp_ipv4 as ipv4, d.dhcp_mac as mac

FROM dhcp.std:unigue(dhcp_mac).win:time(6 hours) as d, I2sw.win:time_batch(60 sec) as

|
WHERE

d.dhcp_mac = l.12sw_mac
AND ( d.dhcp_msg = 'DHCPACK' OR d.dhcp_msg = 'DHCPRELEASE' )

IP, MAC, (UID), PORT#

6hours
—_) O @ @ >
MAC, (UID), PORT# LW
—_—) O >
1P MAC DHCPACK
! DHCPRELEASE
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iR IFENotebook Sample

£ Literate Computing 20181224 04_101-Elasticsearch1&38 Last Checkpoint: 2018/12/24 (autosaved) v

or |

File Edit View Insert Cell Kernel Navigate Widgets Help Trusted
+ = @ B 4+ % HRun B C W | Markdown v EB |langALL|~| & | & B3 & M Ekw» |[E | R+ K1
Contents & &
1 About: ElasticsearchdigZ Az
o EE I 4 Fﬁﬁmﬁ:@lﬂ
3 JUAD— FoREE
| 4+ BEEHFOAT Bt & 7 IPT FL R 2 IEEL T 3w,
v 5 MACT L AmigsE
51 T A—SDIEE N
52 BEREEHTITS & U541 | # (#) )
e # target_ip '192.168.56.231"
5.3 BEOET
#target_ip ='192.168.12.173"'
target_ip ='192.168.133.96'
#target_ip ='192.168.95.47"
MFEMGOEEL L IHRREEL T HE 3w, T, HIFEHARUSDY TAN S Aot 2k LEH
B3 11551 | # ()
# target_time '2018-11-96 @7:20:00'
target_time ='2019-01-04 83:46:00'
EHEL o P FOEEE TEERRS L T e REL £+ REFEOFMIzow

£3 [156]: import datetime
# (8)
# search_range = datetime.timedelta(hours=1) # Bf { F‘F fi# 8 E
# search_range datetime. timedelta(minutes=30) # 57"5?

search_range =datetime.timedelta(hours=24)

\aa\
N i

g Op
ob

A

Logout

| Python 3 O

TittimedeltaZ# B L T { F X1,



OV DRFEIITY

es_search = {

'size': 10,

'sort': ['timestamp'],

'‘query': {

'bool": {
filter': [

{'term': {'ipv4': dm_encode(target_ip, password, salt)}},
timestamp_range,



_.*::i Literate Computing
s aslruciure

for Reproduoible Infra

File Edit View Insert

B <+ = B |+ *
Contents &
1 About: Elasticsearcheni@sz
o Efg
3 JUAD— FoEEE
4 BEEHFOAN
5 MACT KL Z0if3z
5.1 NS A—SDIEE
5.2 BELNFHMITS
| 53 BZ0=F

Cell Kemel

M Run

£3 (1831:

£3 (164]:

mC »

20181224 04 101-ElasticsearchODA£38 Last Checkpoint: 2018/12/24 (unsaved changes) v

Navigate Widgets Help

Markdown w = lang ALL |~

| 5.3 BEDET

fmEETLEL

import requests

r = requests.get(
es_url,
json=es_search,

)
print(r)

<Response [20@8]=
MEFFCEE Lo Y2 R/RFELE L

for x in r.json()['hits']['hits']:
src = x['_source']
ts = datetime.datetime.strptime(
src['timestamp'],
datetime.datetime.strptime(
src['12sw_timestamp'],
print('{@} {2}\n{l} {3}\n'.format(

ts2 =

ts.astimezone (J5T) .strftime('%Y
ts2.astimezone(JST) .strftime('%

dm_decode(src['dhcp_message'],
dm_decode(src['l2sw_message'],

)

2019-01-04 13:10:40 DHCPACK on 192.168.

/kEuzbBpQ) via eth®.32
2019-01-04 13:11:39 AUT 06/22 ©3:45:53
rt authenticating for MAC address.

2819-01-04 13:10:40 DHCPACK on 192.168.

fkEuzbBpQ) via ethe.32
2819-01-04 13:11:39 AUT 06/22 @3:45:53

f4 VLAN=1332 Reauthentication succeeded.

a & ED ®

A

Trusted

=l ok B B+ I

'EY —Sem—%d To%H : %M 1 8555z ' )

'EY —Sem—%d To%H : %M 1 8555z ' )

—%m-%d HH:%M:%S'),
Y-%m—2%d SEH:%M:%5'),
password, salt),
password, salt)

132.96 to Ba:cB:04:e4:11:85 (pc_name_DCWDUVYuBoEat

MAC MNo=266:MNORMAL:SYSTEM: MAC=BacB.@4e4.1185 Resta

1332.96 to Ba:c0:04:e4:11:85 (pc_name_DCWDUVYuBoEat

MAC No=256:NORMAL:LOGIN: MAC=83cd.04e4d4.1185 P8§T=B

Logout

| Python 3 O
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£3 [188]:

In [ ]:

for x in r.json(}['hits']['hits']:
src = x['_source']
ts = datetime.datetime.strptime(
src['timestamp'], "%Y-fom—SedT%H:%M:%5%z")
t=2 = datetime.datetime.strptime(
src['12sw_timestamp'], "%Y-%m-%dT%H:%M:%S%z")
print{"'{e} {2}\n{1}\n'.format(
ts.astimezone(JST) .strftime( %Y -%m-%d HH:%M:%S'),
ts2.astimezone(JST).strftime( %Y -%m-Sd %H:%M:%5"),
src

))

2019-81-04 13:10:40 {'ipwd': '_aKZOxPeV1fAdBIJILIhd5w', 'dhcp_message': 'zd4nBxM30QhIIzixIX
Ur@68UoSTERFYEXbVUNRSAEX _kgSWKWsNSUBN2ze-zUTFYwkXRTUKMrAaoeZ MKkASAMRSPKhPTW2OIV3kMjdGtdvIL
HNAdTDYd3e3MwdpQlisKy5so', '"lZsw_message': 'Bx5YJoxsWaoOFZOVHyD-7zwlEgiL2R-bO7QX51_DgzXivIo
ZbB811cBIvm7BLhyTrp_l8Qal5a6SKZIhG_Nre&B&TLnYIgSueleyTolY4TuBNRgLDo_GEMBLC31gGEBECWWEBpZeVA
xZCgBTgF_mlrvw', 'mac': '"GVAyzrT7IKLIS47dIvBuNLz5vodUBCUwEhG6s6MoFYA3R', 'timestamp': '2018
-01-04T04: 10:40+0800", "12sw_timestamp': '2019-01-04T84:11:39+0008"'%

2019-81-94 13:11:3%9

2019-81-04 13:10:40 {'ipwd': '_aKZOxPeVL1TAdBIJILIh4d5w', 'dhcp_message': 'z4nBxM30QhIIzixIX
Ur@88UoSTERFYBxbVUNSAEX_kgSWKWsNSUEN2ze-zUTFYwkXRTUKMrAaoeZMKkASAMRSPKhPTW20IVIkM jdGtdvIL
NdTDYd3e3MwdpQlisKyY5s0', "l2sw_message': 'Bx5YJoxsWaoOFZOVHyD-7-AluektcYBPZEZjCIDQTLRAEMA
EfZzdaY29LUfNncX TARHWMvEDAKDUHNEEZOX LSmcdBUHYo6ZBeVeFlpzI-dsNKg3Q3nBO0eaw3AzwoELCARUtKrMzr
ywSkrXoBASUTfw', 'mac': 'GVAyzrT7IKLIS47dIvBuNLzS5vodUBCUwEhE6s6MoFYA3E', 'timestamp': '20819
-01-04T@4:10:40+0800", '"12sw_timestamp': '2019-01-84T@4:11:39+0008'%

2015-81-@4 13:11:39

29
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BN IREHRDIESE

+ T —JLREWET
57050/]/ \/% H;ﬁ% <filter moodle.user.**>

FECD I+ —)L I\(j:ﬂxél"%'ft LC @type data_masking
D350 RIRF <field>

username,firstname,lastname, key . o
username,firstname,lastname,email,midd|

ename,lastnamephonetic,firstnamephonet
lastnamephonetic, ic,alternatename

type encryption

password testpw

alternatename salt 8zbuVv1TZ
</field>

email,middlename,

firstnamephonetic,

</filter>
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A ® User Admin

moodle-dev0T1
HysaR—R [ B0 NEE [ R / Meter7 AT SRR TS JOw SiEEORE

IMeter=A NI S &VERKT D

COY—)UFI—HRELEE T 7 AL EHOMeterT 2 IS I 7 AL EFRLET,

COFA TS EEEOMocdle RE TOF A M TS Y RTEBELCL T, ETHLHMEROE
RCEEY ZBRAWET S/,  hitpsy/github.com/moodlehg/moodle-performance-comparison
TEWFT BLOBHENELE. TOEDH, BRLEETANIS V&SIV O-BT3, Tl
A2 A RIS LHMERSBACEDBEN BN ET.

Blafzda—2 3 —HM) LRI — FEconfigphp TRET IHENBOET (]
$CFG->tool_generator_users_password = 'moodle’). BE LAWY —)LOERZRITE6. o0
JAD— FOFT 24 )L MEFSEDFERA. BRZOO—AD—HCio/(A0— FFEIn LTS
NTVBEE. BRERIAD— REFA S 3V #2ERT 20BN ENET. T
[$CFG->tool_generator_users_password ] OHEZBRE LR &(CLD. tool_generatorh’) {2
J—RFEERLFET.

tool_generator®—BB TdpB/zéh. A—AUCLBDI—ABLUHA I TRL—FER<EWELFE
F. Fo. PR EETREFECI-ACERT I EBTEET:

» JEAD— % [moodle] (U HUETSEHOBREA LY (BRFERIZTA-
TS A EELEY)

e N=—TEZAMNAVATUA

o PR EBMFDT A ANy I3 BLMOEEESD I A —S LAV A9 R

FICIMeterlC LD ERENBO— PARE RSB0, AERTANTSLEENTIEE. B
REODY—/\OBEEEEUZIARVTLL D, COBOBBEERSIZH. ALY B (O
BB TESEREAZENFTH,. O— FHkBREASREDICEDET.

REAY A FTCOBERFEALRNTES L O EIMeterlC J« — R 272007 7
ILDFHEELET. 2O, TNEFCERMSDEEAN, BREECOFANTSVFE
BAY FTRLTEITIAETEEDEEA,

I-ATAL L (1000 12—+ /6 )L— /100 Ramp-UpHiR)
TAME T FAI-UFAPI—Z L) &
a—A
O 0—Ra—H/tR0— FEBHTS
FR TSRS
S v o —

S-SR TVII DTS

0 o DMoodle Docs
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/' Editing Moodle-log-analy February 22nd 2019, 19:42:23.004 to February

Dashboard Save Cancel Add Options Share £ @ >
{unsaved) P 22nd 2019, 19:57:55.527
Search... (e.g. status:200 AND extension:PHP) Uses lucene query syntax n
Discover
Add a filter 4
isualize H
Disk 1/0 Disk I/O o
Dashboard . i
38 ®22515
Timelion . @28612
=]
?H
Dev Tools E =
19:43:00 19:45:00 19:47:00 19:49:00 19:51:00 19:53:00 19:55:00 9:57:00
Management @timestamp per 30 seconds

FH>0— RS T4 Wl
Metwork Traffice on ens192 9':]0’(\/ * DGTT |\ o
O—XH&

.15,20....

Average value
5,010,15

B /

[=3]

@28593

® \mod_forumteventia...
\mod_forum\event\p...
‘corel\eventicourse_vi...

) \core\eventiuser_list ...

® \core\eventuser_log...

Count

@ \core\event\dashboa...

‘coreleventiuser_log...

@ \mod_page\eventico...

uploaded

@ \mod_forum\event\c...

g @ 'mod_forum\event\di...

discussion viewed | dashboard viewed J Post created 40



el course viewed course module viewed

15:43:00 1847 15:45:00 19:51:00 19:53:00 15:55:00
3
discussion viewed | dashboard viewed J Post created
CPU time
=
Z 0

@timestamp per 30 seconds

CPUFJHZE X

II.I [T

19-57-00

o

Lr

@timestamp per 30 seconds

Memory . . Es
—discussion , dashboardfH &
§ ¢
§ 7
>
u =
Bn "
- =]
b wi
é =] - - . - - - -
943 1944 1945 946 1947 1948 1949 1950 1951 g52 1953 19:54 1955 5:56
@timestamp per minute
Number of processes
L]
2 200
= 300
>
w 200
-]
8 100
g 5
v ; - - .
19:43:00 19:45:00 19:47-00 9:45:00 9:51:00 9:53:00 9:55:00 19

Lr

19:57

=]

=]
=

vmod_forum‘eventa...
@ \mod_forum\event\p...
@ \core\event\course_vi...
core\eventiuser_list_..
\core\eventiuser_log...
‘corelevent\dashboa...
\core\event\user_log...
@ \mod_page\event\co...
® \mod_forum\event\c...

vmod_forumevent\di...

@ 28,567 ~
@28574
@ 28,569
@ 28573
® 238571

® 28565
& 79 SRR

AXEY

28,584
@ 28577
@ 28578
28,585
@ 28579

Ot

41



o

Collapse

uploaded

discussion viewed

moodle-count

e course viewed course module viewed

45:0 19:47:00 19:49:00 19:53:00 19:55:00

dashboard viewed 3

15:43:00

I.l.’J
LJI

Time _source

February 22nd 2019, 19:36:55.000 ;4. 62,648 eventname: ‘corelevent\user_loggedout component: core action:

O-C -1
ST

® 'mod_forum\eventia...
\rmod_forum\event\p...
\core\event\course_wi...
core\eventiuser_list_..
\core\eventiuser_log...
‘corelevent\dashboa...
\core\event\user_log...
\mod_page\event\co...
\mod_forum‘event\c...

vmod_forumevent\di...

1-500f2069 € »

loggedout target: user object

table: user objectid: 604 crud: r edulevel: [ contextid: 1 contextlevel:

10 contextinstanceid: 0

userid: 604 courseid: 0 relateduserid: - anonymous: false other: a:1:s:9:"sessicnid";s:26:"d%spSoddkkSir

s0cabg07u2me™} timecreated: 1,550,833015 origin: web ip: 133.2.60.30 realuszerid:

- join: {"name™:"lo

g", "parent™: 604 } Etimestamp: February22nd 2019, 19:56:55,000 id: VOHbBFGkBks2ZW33TXIzFE type: doc inde

February 22nd 2019, 19:58:55.000 ;4. 62,650 ewventname: ‘corelsvent\course viewsd component: core actiom:

able: - objectid: - crud: r edulevel: ? contextid: 2 contextlewel:

id: 0 courseid: 1 relateduserid: - anonymous: fzlse other: N timecreated:

b ip: 133.5.69.30 realuserid: - jeoin: {“"name" "log", "parent™ 0} Btimestamp:

0 id: VuHbFGkBksZW33TXIzFE type: doc index: moodle score: -

February 22nd 2019, 19:38:32.000 ;4. §2644 eventname: \coreleventiuser_loggedout component: core action:

viewed target: course objectt
50 contextinstanceid: 1 user
1,550,833.015 origin: we
February 22nd 2019, 19:56:55.00

loggedout target: user object

table: user objectid: 602 crud: r edulevel: [ contextid: 1 contextlevel:

10 contextinstanceid: 0

userid: 602 courseid: 0 relateduserid: - anonymous: false other: a:1:s:9:"sessionid";s:26:"pngs3balllikyg

Zhcfujrgqtgudn™;} timecreated: 1,550,833,014 origin: web ip: 133.8.69.30 realuserid:

- join: {"name”:"la

g", "parent™ 602 } Etimestamp: February22nd 2019, 19:56:54.000 id: UOHbFGkBk=2W33TXIzFE type: doc ind

February 22nd 2019, 19:36:534.000 ;4. 62,645 eventname: ‘corelevent\user_loggedout component: core action:

loggedout target: u5e4f zohject.

table: user objectid: 603 crud: r edulevel: [ contextid: 1 contextlevel:

10 contextinstanceid: 0O
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5.3 BEROET # "eventname. keyword": "|\tool_usertours\\event|\|step_shown"
#}

condition = {
"eventname. keyword": "\\core\\event\\user_loggedin"

}
MRS OEEL R IHREEEL TS v, Ak, HRFEAERIST)TANZ b0k &G LE T,

B3 (481 # (A

target_time = '2018-12-@7 13:00:00'

target_time ="2018-12-28 @R:80:00"
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5.3 BEOQET

EJ [55): import reguests
r = requests.get(
es_url,
json=es_search,

)
print({r)
x <Response [2808]:

FEEFIcEH Lo &R RLES

Eg [B6]: %run scripts/data_masking.py

[
(
dm_decode(x['_source']["username'], password, salt),
x["inner_hits']J['log'J["hits']["hits']
)
for x in r.json(}['hits']J['hits']
]

¥ out[8681: [('admin',
[{'_type': 'doc',
'_did': '"0OsiPBmcBks2W33TXypjl',
'_score': 0.0,
'_routing': "2',
1

_source': {"id': 1821,

'eventname': '"\\core\\event\\user_loggedin',
'component': 'core',

'action': 'loggedin',

"target': 'user',

'objecttable': 'user',

'objectid': 2,

'crud': 'r',

N V4 — —
st —HEEESLTE
'contextid': 1, j— 1 1? /T
'contextlevel': 18,

'contextinstanceid': @,

'userid': 2, .

'courseid': @, admln

'relateduserid': MNone,

'anonymous': False,

'other': 'a:l:{s:8:"username";s:5:"admin";}',

'"timecreated': 1545960879,

'origin': 'web',

'ip': '132.8.69.30',

'realuserid': None,

'join': {'name': 'log', 'parent': 2},

'@timestamp': "2018-12-28T01:34:39.000000000+00:00"}1},
' tvne': 'doc'.
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