eciu roam

eduroam Next Step

ES VA At
F—7> 77— 7 152019

(c)2019 National Institute of Informatics



eciu roam

N

— BB IHAA T

« ZVEFVLANIC & 5 FNEIRLAN—ITIL

||Luu

STEDE A

]:IIIII

e eduroam CATIC L . &4k

ceduroam7 7 L RRA >V by THNN— g v

(c)2019 National Institute of Informatics 2



e(iu roam

EFVIAND 9 9 6




eduroam & Efi L 721F L ...... S Sl

c CARFREDY THAND?
o 24 Aleduroam|(EH Y FE D
CER Ry k&Y SIRAED AT A

e eduroam/ EE%JLLTL\% EFANY AT LHEZ AL
EWDHEWEHhENIER T
. eduroamt%WZ\ v M7 A b EDEET 5 DOHERX
FHNEHDY X T Llfeduroamh b 7 7 XA TEHL W

s FMHEENT A MRy b7 —7mEzEEBLT
EED oA ...

(c)2019 National Institute of Informatics 4



FoallVLAND 99 & eduroam
« FINIEHRLAN Z eduroam [Z — A1t A] B2
« IifEFE & RFERE Z L)L L TXHR
j(%—%@fff*%a) SEIEFERFR Y 7 — 27 OVLANICINA

« HEE DG ieduroamﬁﬁ/rx k2w b7 — 2 DVLANIC
%_i:)ﬂ%é:%zﬁﬂz,ﬁﬁ%éb ST HIELTES

« KFEEHRE LeduroamDEE T T I L Ly
« FNT iE@JT%WZ\ v b IZeduroamiE B Tk
e FFEILTIEESE Deduroam | it

bSZI\% ‘NNN %&é% ol iiﬁ

]
]
4
/
4
!
4
U4
U
/
4
/
s
-—---)

(c)2019 National Institute of Informatics 5



I
o
:III|II

VLANO))( U S, I\ eliuroam

°l—fﬁiﬁﬁﬁﬁ%% "B AMELL
s FNTEHEINITEFHTEZARNSRY M
C BNEARYS—FEAL Ry FT— 2 C5HE

« HEBNEIZIFRNY R T LZAHATE S

o MEIERBIZIPT RL XFIEROAD »T-BF T ¥ —FILEL
FETX 5
e PNAEIPT NLRAETE5TZ3

e eduroamfA %y b7 — 7 OEIEANE D BEH

« FNEHEMHSSID & eduroamDE CARHEBIZEG DN EDH D
T TN FEEAmET S

s BEOELDE Ry VT —72BEERT SR bzHINS

(c)2019 National Institute of Informatics 6



= e(iuroam
|:|/B\|:|J. VLAN 0)—;5:

« 2 A How Tox N[

* https://meatwiki.nii.ac.jp/confluence/x/zQaGAQ

* FreeRADIUS % I 5

e 72 & ZNTFEANR Y FDVIANE S 75\1007; >
* raddb/mods-config/attr_filter/post-proxy|Z1EEC

example.ac.jp(B D L JL L)
Tunnel-Type := 13,
Tunnel-Medium-Type := 6,
Tunnel-Private-Group-Id := 100 (f§ 7€ L 7=-WL\F N % v FVLANE =)

DEFAULT % 2 Z D EEKICEER
(B%) ?%’&ﬁ%ﬂ_%ﬁ’_ (" "EDlF5) ICLTUUTFEENT 5
Tunnel-Type := 13,
Tunnel-Medium-Type := 6,
Tunnel-Private-Group-Id := 200 (¥ & L 7= L eduroamA + v FVLANZE =)
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General Profile properties

We will now define a profile for your user group(s). You can add as many profiles as you like by choosing the appropriate button on the end of the page. After we are done, the wizard is finished and you
will be taken to the main IdP administration page.

Profile Name and RADIUS realm
First of all we need a name for the profile. This will be displayed to end users, so you may want to choose a descriptive name like 'Professors’, 'Students of the Faculty of Bioscience’, etc.
Optionally, you can provide a longer descriptive text about who this profile is for. If you specify it, it will be displayed on the download page after the user has selected the profile name in the list.

You can also tell us your RADIUS realm. This is useful if you want to use the sanity check module later, which tests reachability of your realm in the eduroam® infrastructure. It is required to enter the
realm name if you want to support anonymous outer identities (see below).

‘Custom Installer Name Suffix \/‘ ‘aelect language \/|| |

‘Pmﬁle Description \/‘ ‘aelect language \/l

\Pmﬁle Display Name \/‘ ‘select language V|
Production-Ready (]

Add new option

Realm Options

Realm

Some installers support a feature called 'Anonymous outer identity". If you don’t know what this is, please read this article.
0On some platforms, the installers can suggest username endings and/or verify the user input to contain the realm suffix.

The realm check feature needs to know an outer ID which actually gets a chance to authenticate. If your RADIUS server lets only select usernames pass, it is useful to supply the information which of those
(outer ID) username we can use for testing.

Verify user input to contain realm suffix:

nonymous Outer Identity:

anonymous

al Oute anonymous

Installer Download Location

The CAT has a download area for end users. There, they will, for example, learn about the support pointers you entered earlier. The CAT can also immediately offer the installers for the profile for
download. If you don't want that, you can instead enter a web site location where you want your users to be redirected to. You, as the administrator, can still download the profiles to place them on that
page (see the 'Compatibility Matrix" button on the dashboard).

Supported EAP types

Now, we need to know which EAP types your IdP supports. If you support multiple EAP types, you can assign every type a priority (1=highest). This tool will always generate an automatic installer for the
EAP type with the highest priority; only if the user's device can't use that EAP type, we will use an EAP type further down in the list.

Supported EAP types for this profile

Unsupported EAP types

EEEEE i Use "drag & drop" to

PEAP-MSCHAPV2 ¥ mark an EAP method
and move it to the

EAP-pwd $ supported (green)
area. Prioritisation is

TLS $ done automatically,
depending on where

TTLS-GTC + )| you "drop” the method.

TTLS-MSCHAPv2 H

TTLS-PAP ¥

Managed IdP $

Helpdesk Details for this profile EAP Details for this profile

The option [CA Certificate File ~] 2R .

+ Support: E-Mail [Name (CN) of Authentication Server | | | H

is already defined IdP-wide. If you set it here on profile level, this setting will override the IdP-wide one. ‘CA Certificate URL \/‘ | | .
ertificate

\Support E-Mail \/\ |5electlanguage \/H

Add new option

\Terms of Use \/\ |5electlanguage \/\

[Support: Phone | [select language

\/H

] I - |

\Suppcrt Web V‘ |selectlanguage

Add new option

Media Properties for this profile

[H820 Consortium OI V]

I - |
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‘Mandalory Content Filtering Proxy VM |
[Remove/Disable SSID >

V@ |
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home_server jp-top-1 {

(B&)

}

home_server jp-top-2 {

(B&)

}

home_server_pool jp-top {
type = fail-over
home_server = jp-top-1
home_server = jp-top-2

}

realm “~example-u¥.v¥.eduroam¥.jpS" {
pool = jp-top
nostrip

}

realm "~A(.+¥.)?v¥.eduroam¥.jpS" {
virtual_server = auth-reject

}

realm "~A(.+¥.)?example-u¥.ac¥.jpS" {
authhost = LOCAL
accthost = LOCAL

}
()

XARE IZE
server auth-reject {
authorize {
suffix
update reply {
Reply-Message :=
“Rejected by Example-U Proxy Server"
}
reject
}
}
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