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APWG (Anti-Phishing Working Group) D#k& &b

Phishing Hits All-Time High in
December 2021; Attacks
Triple Since Early 2020

PHISHING ACTIVITY TRENDS REPORT

MOST-TARGETS INDUSTRIES, 4Q2021

SAAS / eCommerce
Webmail, / Retail,
Phishing Attacks, 2021 19.5% 17.3%

APWG o
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OTPs add security,
but are inconvenient and still phishable
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A fundamental shift is required — [FRIF 1 2SS ERZEL

From legacy, knowledge-based credentialing To modern, possession-based credentialing

Stored on a server On-device

SMS OTP (never on a server)
KBA Local Biometric / PIN
Passwords DocAuth

“Passkeys”
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Industry imperative: Simpler and stronger (3>7 )V tg=()
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FIDO Authentication: How it works

/ y o Challenge
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. FIDO
Authenticator N
Authentication
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Require user gesture before Private key dedicated (s,'gn nse .
private key can be used to one app ed) Respo Public key
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Authenticate APAC Innovation 2021 (2021412H8-10H) &b
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Backed by global tech leaders — R—RXA>)\—
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Be bold. Be secure.
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Global market validation (partial list)
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Browser and OS Support = Endpoint Ubiquity
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Platformization has enabled passwordless deployment...
FIDOFREEDT Y R IA— LA ISERCT )N AT —RUAGREE IDBAELEATVET |

YaHOO!  e@pay  décomo

https://fidoalliance.org/yahoo-japan-turns-to- https://fidoalliance.org/ebays-journey-to- https://fidoalliance.org/ntt-docomo-deployment-
fido-authentication-for-enhanced-login/ passwordless-with-fido/ case-study-your-security-more-simple-2/

...but some challenges persist
LD, BREBEFE RIS TLELL
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Next Steps for Reaching
Mass Adoption:

SBRBT>3 1Y —HIBAOFIDOREI OF FAHEEDZHIC -

Furthering usability while
keeping security in mind
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Core usability initiatives

_./ 2021: First FIDO UX guidelines (platform authenticators): published June 2021

. 2022: UX Committee launched this year
’/ Upcoming: Plans for future UX research (e.g., Security key guidelines)

. Upcoming: Multi-device FIDO credentials
VIFFN\NA AN IBFIDOREE IR 53R
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New: Multi-device FIDO credentials

NIVFT)I\A A ISFIDORREIE &A% B R

- Enables deployment of FIDO at scale
to consumers moving between

. . Do you want to sign in with one of

devices and upgrad”]g to new ones your saved multi-device credentials?

Jane Doel23

U B L MERZ B ORI EAER TE I Mt device Credentia

~

- Addresses usability AND security 7\
challenges with account recovery o
WDDZ7HD> MBI —ADRHAUL

Sign in Cancel

- Anticipate support in leading device
platforms starting this year
OSAA —(CLBFERDOXGBEIA(CHA?S
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Platform Commitments
New capabilities expected to become available in 2022 and 2023

V g
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Apple. Google. Microsoft"FIDOZEXED YR — MIEXKICIZY b
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Apple. Google. MicrosoftldAH. FIDO7 34 7>A&World Wide
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User Experiences with Multi-device FIDO Credentials

e, CO=1- - RICHEIIoTIA17H, RIA M~/ (-
[&E&FRT— 25— AADFIDODIIISICONT [6FE

https://fidoalliance.org/charting-an-accelerated-path-forward-for-passwordless-authentication-adoption-jp/?lang=ja
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New capabilities enabling passwordless sign-ins
I\ — RUZERSEDIEEZ IR I D5 DF T EE

- Allow users to automatically access their FIDO sign-in
credentials (referred to by some as a “passkey”) on all
their devices, even new ones, on a single platform

without having to enroll for every account.
FABBDIRTDIHAR CFIDOFREETED ( “Passkey” L (INZIZEHHD)

- Enable users to use FIDO on their mobile device to sign
In to an app or website on a nearby device, regardless of|

the OS platforms and browsers that the two devices run 0 you wait 80 with o of

your saved multi-device credentials?
- e.g., sigh-in on the Google Chrome browser on Microsoft
Windows using FIDO keys stored on an Apple phone.

FMABOENAILTINAATIELCHZFEEDEDMDT NARICOTA>TES
(I Z (X, iPhoneTWindows PCICOJ (> T=3)
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caBLE (cloud assisted Bluetooth Low Energy)

o« AN—-PIAV&ERsEAREL ER I SEDHADZRD (RFEHT) EITH
FIRENFRIE ST ) ADERECES—DORRT A ZNFIEL TV BN ER

> FAIMNIPCTHAUA(Y > FEEAQRI—REANY—NIASTHRHFED > AV—FIASTHRANHERZITL, SBEEKTH

your manty
Questions? Get real answers, from real people. N—

https://qithub.com/w3c/webauthn/pull/909
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User Experiences with Multi-device FIDO Credentials

Introducing Multi-device
FIDO Credentials

Accelerating the Availability of Simpler,
Stronger Passwordless Sign-Ins

sgnie

Do yeu wank ta 3ign in with 376 of your
on FIDD credentioke

saved muis-d

P rds ar > 7
asswords are a prOblem Common solutions don’t address the security ajw\ - 47 I With 0e of your
A problem and/or are not usable enough to j/)/ vice FIDO credentisis?

711? @: @ chengec peror Signin

Signin

Knowledge-based Hasshe to use Easy to phish, Ore Tine Pasowond l '\
* % 2%

—
and remember harvest, replay *
of organizations SR SR I ]
experienced a phishing L
attack in the past year.* ad

This graphic i a generiized raseolantintion of whot the user ¢ MFR. 2013 Serte of Pcwcwtonn Sacurty dogcr

Multi-device FIDO Credentials

noun

THE SOLUTION NEEDS TO BE STRONGER AND EASIER THAN USING A PASSWORD.
FIDO AUTHENTICATION IS THE WORLD’S ANSWER
TO THE PASSWORD PROBLEM.

FIDO Provides A Simpler User Expenience With Phishing-Resistant Security.

WHAT IS FIDO? HOW FIDO WORKS FIDO SPECIFICATIONS

Allow users to automatically access their FIDO sign-in credentials
(referred to by some as a “passkey”) on many of their devices, even new
ones, without having to re-enroll every account.

1. FIDO credentials that are backed up, allowing users to restore
the credential to, and use it from, another device.

Scalability User Experience Security Bt -
ut how do users sign-in

with fido across all of their
different devices?

FIDO credentials are available The user experience will be Proven resistance to threats of

to users whenever they need familiar and consistent across phishing, credential stuffing and

them—even if they replace many of the user’s devices using other remote attacks. No need

their device. the same simple action that for passwords as an alternative
consumers take multiple times sign-in or account recovery
each day to unlock their devices. method.

Typically, users have to enroll with FIDO
on every device. With the introduction
of multi-device FIDO credentials
(referred to by some as a "passkey”),
there's a new option for users to access

m

their FIDO sign-in credentials on many Verify your identity [ -
of their devices, even new ones, without g m 550 You want to 5':!‘ '::0 R !
avi - [} L P B op.com on your desktop
having to re-enroll every account /o \ ¢ W a0E Saved A devich
/ /—\ \ FIDO credentials?
h |
( J
| & . Say hello to multi-device FIDO credentials! \ Q TR Sign In
A FIDO credential that Is backed up (usually to the user's platform account; e.g. N 3
- Goagle Account or ApplelD), allowing Users to restore the credential to, and use it e -
-~ S from, another device. From a user experience standpoint. this will be very similar to
B Ay hew one interacts with a password manager today to help the securely enroll and
b J Sign into websites -« only it will be far more secure.

Shop.com

Here's what this means for...

Enable users to use FIDO authentication

on their mobile device to sign-in to an

app or website on a nearby device,

regardless of the OS platform or browser
Scalability they are running.

Untd now, usons wee rquirod 1o onvoll

Security

Muti-gevice

User Experience

without reeding passwer

1o unlock their devices -
Sigr-in O MLeunt Fceviry method.

This graphic is & genericized representation of what the user experience may be.

This graphic is a genericized representation of what the user experience may be
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The Future of User Authentication

FIDO Authentication is the industry’s answer to the password problem

STRONGER FASTER PRIVATE CONVENIENT

Phishing resistance Reduces sign in times Credentials and Leverages technologies
prevents account and increases login biometrics never leave built into everyday
takeover success rates device consumer devices

SUPPORTED FITS ALL USE CASES INDUSTRY BACKED IN MARKET
Built-in support on Native app and web FIDO represents the Leading service
leading browsers and support allows scalable efforts of the world’s providers are using
platforms deployments largest companies FIDO today
oo &8 g
- ® & ,z-» fido
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