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Security issues on video conference softwares.

Hiroki Kashiwazaki (CCRD, NIl

« If available, use a dashboard to monitor attendees — and
identify all generic attendees.

» Don’t record the meeting unless it’s necessary.
« If it’s a web meeting (with video):

« Disable features you don’t need (like chat, file sharing, or
screen sharing).

Consider using a PIN to prevent someone from crashing
your meeting by guessing your URL or meeting ID.

Limit who can share their screen to avoid any unwanted or
unexpected images. And before anyone shares their screen,
remind them not to share sensitive information inadvertently.

TRAVEL ;
ALONG FOR B
TIPS TO
SECURE

NAVIGATING THE
CONFERENCE CALL

. ’ SECURITY HIGHWAY

MEDIUM RISK
CALLS

WEmES A EnERNE

OTPOFIEPRMER
JRI—FERIBLELES,
JRT— RO
RMPREIC,

g
Wiiis =7
Frv b
Fv v ba s
SRTT
Sl
sy
A
77 7 FHKRET
Andrid 77
08 77
FHRIA

(*1): FBBRTT/SRUBRA 5L, (*2
(*4): FIHITE BIIEICD T IEIEIS D

e, 1
WERR: A5 VN RBOTRICET &

Polycom

Skype
[9)

(o]
(o]
o]
o]

x

A (Chrome/Edge)

oty

(

Webex

[s)
o
o

Zoom
[s)
o]

5): Microsoft Edge D%

NeHELTWSHEENH D LT,

Microsoft
Teams
o)

(o]

Google
Hangouts

BlueJeans
[s)

C

X X X X X % C

5, TR, LA, ST, LR, BB, BIMSA, R, SHE, I, AFEA, ZRUE, K6,
5 RS9 —% 5 b EDREA (OT) Vol 2020-0T-49 2020) o appear]

REKBOEF21 YT« ICET 2EBORY > —ITHE S,

s PUERADA-ROBARARBPHEL &5, LIFS<DE. RU
IA—REfEALTWIBE. B8Z5<BEBEULILZ<DANZ

¢ FEENSBEMHEOSVWSDTHBBEEF. OTPPREDHELIF
OA—RZzfERL. ZERFIASRALEL & S,

- OE— (H2) BEEEAL. KX MSMY 35 cRME

RBTERVNLSICULET,

s HEENSMULEZICEEZRS LD, £FIZTFIVR

*This listis not all.inclusive nor

must you follow this order;
selectthe measures that suit

your needs

NST

N
< CYBERSECURITY INSIGHTS anisTblog

. - =

Preventing Eavesdropping and Protecting Privacy on Virtual
Meetings

Conf Iis and web meetings—virtual meetings—are a constant of modern work. And while many of us have
become security-conscious in our online interactions, virtual meeting security is often an afterthought, at most.
Who hasn't been finishing one call when attendees of the next call start joining - because the access code is the
same? In the moment it may be annoying, or even humorous, but imagine if you were discussing sensitive
corporate (or personal) information. Unfortunately, if virtual meetings are not set up correctly, former coworkers,
disgruntled employees, or hackers might be able to eavesdrop or disrupt them. Using some basic precautions can
help that your meeti

anopp and work effectively - and not the genesis of a
data breach or other embarrassing and costly security or privacy incident.

So...where to start? Most virtual meeting services have bult-in security features, and many providers will give you
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Follow your organization’s policies for virtual meeting security.

Limit reuse of access codes; if you’ve used the same code for
a while, you’ve probably shared it with more people than you
can imagine or recall.

If the topic is sensitive, use one-time PINs or meeting identifier
codes, and consider multi-factor authentication.

Use a “green room” or “waiting room” and don’t allow the
meeting to begin until the host joins.

Enable notification when attendees join by playing a tone or
announcing names. If this is not an option, make sure the
meeting host asks new attendees to identify themselves.
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1 just had a look at the free for private use version of Zoom and
registered with my private email. | now got 1000 names, email addresses and even
pictures of people in the company Directory. Is this intentional?
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News timedia

Executive Yuan orders agencies to step up video conferencing security

15}

Date: 2020-04-07
Source: Department of Information Services, Executive Yuan

Vice Premier and leader of the Executive Yuan's overall cyber security mission Chen Chi—
mai on Tuesday said that Taiwan enacted its Cyber Security Management Act in 2019 with
the goal of implementing information and data security measures, as well as defending the
nation's critical communications infrastructure. The act stipulates that all organizations
introducing information and communication systems should not utilize goods or services
that raise data security concerns. In addition, procurement priority should focus on
age/61BF: 4b84-8fba-1b6b 11838431
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Zoom’s Waiting Room Vulnerability

By Bill Marczak and John Scott-Railton  April 8, 2020

Zoom’s Waiting Room Vulnerability

This research note is a follow-up to our April 3, 2020 report on the confidentiality of Zoom
Meetings. In this note, we describe a security issue where users in the “waiting room” of a Zoom
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Google bans its employees from using
Zoom over security concerns

The Zoom backlash has arrived at Google

By Nick Statt | @nickstatt | Apr 8, 2020, 3:55pm EDT

Google is issuing a ban on the use of the Zoom teleconferencing platform for employees.
The company is citing security concerns with the app that have arisen since Zoom became
one of the most popular services for free video chatting during the COVID-19 pandemic.
The news was first reported by Buzzfeed News earlier today.

Google emailed employees last week about the ban, telling workers who had the Zoom app
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