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Fake or Real?
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 Deepfake P=AV#E, 2018), GROVERI/EA4Y=a1—X, 2019)
« JIA(VBFETCHEEDHIICHYTEL, IREZFEI(2019)

« SNETEZDAMIZHYTELT, #HiliiE{EZ B #HL(2019) | | ,
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Create a program in Go that records keystrokes, saves them to a text file and once an hour
sends the text file to a remote IP using FTP, then deletes the text file

Here is a simple example of a Go program that records keystrokes, saves them to a text file,
and sends the text file to a remote IP using FTP once an hour:

Copy code

ChatGPT
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MPESUAEHTA NPEAVAEHTA OF THE PRESI(
YKPAIHA YIKPAIHWA OF UKRAIN

https://www.deepinstinct.com/ja/blog/chatgpt -and-malware -

making - your- malicious -wishes -come-true
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« AIDATIVIDEIRIZFITT(CREST FakeMedia, SYNTHETIQ VISION)



BN REL-TTAOATATDERK:5DDRAT

1.

EEE{AD & Bk (Entire face synthesis)
« JAX(BEZTH) ML (EHFRICHERELLL) EEBZ LT 5 (StyleGAN, VQ-VAEZLLE)
« TOVTIA\SEEE % 4 B (Stable Diffusion) & LoRAIZ KBTI 7AVFa—r

BB j= 513 /E (Attribute manipulation: hair, skin color, expression)

« 3—FYrDEEEBDENR, lOBRORIEGHELZLEEL-EEEREE KT 5 (StarGAN, ELEGANT
THE)

EERIR{Z - [H{2 D) R [F124/E (Facial reenactment, facial animation)

« WEEDFRIFL, F—7VrDEEER . MEEZEHRLT, WEBADXREERIALI=2—7 VD EERR
1% S5l 9 B (Face2Face, ICFaceZi &)

MR (% ) EE L A 152 1E (Speaking manipulation, lip sync)

EEELETFAMERE, 47 OEROMEBE AT HIET, UREE TERNERET
H3—7 v DEERIEZ A T S (Synthesizing ObamaZi&)

EED ANES Z (Face swap)
o Y—REGHMIGDER N ZTI—TIFDEEANE Z D (Faceswap’iE)
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f‘ TR RELIZTIAVATATDER 5D2DEAT °

EEE A & R (Entire face synthesis)
« JAXGEBEZEH) MG (EHFRIZEELLGL) BEEERZEE T 5 (StyleGAN, VQ-VAELE)
o 7OV TRHSEEE {2 % 4 AR (Stable Diffusion) & LoRAIZEKAT7AF 21— (20234F)

2. EEDE 1 E (Attribute manipulation: hair, skin color, expression)
« 3—TYrDEEBRDZDE, IOBORIFLEELLEE L-EEBRZT LT 5 (StarGAN, ELEGANTZZE)

Input Blond hair Gender Aged Pale skin

StyleGAN / StyleGAN 2 * Usmg LoRA for EfflClent Stable

_ _ - : Diffusion Fine -Tuning
Using progressive training strategy and a style - StarGAN
based image generation approach. ' Imageto-image translation for multlple domains.
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BEXRELIZTIAIDATATDER:5DDEAT

3. EEMZ - EH{2 0 EK[E1EYE (Facial reenactment, facial animation)

s WEBEHEDRIFE, F—TYLDEBR MBEEHRLT, HBEEOXRBERHILI-F—F Y DEEM
%5 9 5 (Face2Face, ICFaceZi &)

Facial reenactment: Facial animation:
Video (attacker) + video (victim) A forged video Video (attacker) + image (victim) A forged video

Source Actor

Real-time Reenactment

Reenactment Result

Target Actor

Neural Talking Head Models

Face2Face :
Transferring facial movements one person to the other one.



BEXRELIZTIAIVATATDERKR S5DDZA(T  °

4. EEMR{EDEEL 5 1E41E (Speaking manipulation, lip sync)
s EEEEIITIFAMERE, 3—7YEDEBOMBEEZERTHET, UHEF/ TXRANEEET
B3 —TIDEEMIEZE LT % ( Synthesizing Obama’i&)

Synthesized speech (attacker) + image/video (victim)
A forged video

Synthesizing Obama:
Learning Lip Sync from Audio

Supasorn Suwajanakorn
Steven M. Seitz
Ira Kemelmacher-Shlizerman

University of Washington

Output Obama Video

SIGGRAPH 2017

http://grail.cs.washington.edu/projects/AudioToObama/

Synthesizing Obama
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5.

EED ANEE Z (Face swap)
o Y—REGLHMBDEEE D ERA— T YEDEEEANEE Z D (FaceswapZi L)

Training Phase

Person A

Deep learning based face swap

Reconstructed
Face A From B

a
a

Original Face A Encoder Decoder A

Q
a

Latent Face A

Latent Face B

Reconstructed

Original Face B Encoder Decoder B
Face B From A

Original Deepfake (Faceswap) *

Segmentataon
mas

Real Warped

Masked
face A face A -l face A
c Sl |8 Encoder D°°°d°" ®
- § ==

Warped fa

Reconstructed n
face A

Test Phase

Result face B
(face A look-alike)

Person B

Faceswap — GAN?
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Mesonet : 15

Input video 1 - Face detection, alignment and extraction

2 - Frame prediction using a deep learning network 3 - Aggregation over time and decision

’ = B \
| Ot 256X256%3 )
\_ 5

l I Comvolutional 18x(5xS) « RelU

Convoluional 8x(3x3) « RelU Bawch normalisation

Bawh norradisstion Max pooling dxd
Max pocling 2x2 SaBx16 l 1024 features
128x128x8 l Dropout 0.5

Corvolwtional 8x{%x%) « RolU

| Fullyconnactod 16

Baxn nomaiisation l 18 teatures
Max pocling 2«2 Oropout 0.5
BxGOHE 1 l Fuly-connactad 1
I Cornoltonal 16x(5x5) + RelU l 1 feature
Baxh nomadisation l Sgmeid

Max pocling 22

7 N
32a2x16 l— ( Classficanon Resul |

D. Afchar, V. Nozick, J. Yamagishi, and |. Echizen ," MesoNet: a Compact Facial Video Forgery Detection Network, " Proc. of the IEEE
International Workshop on Information Forensics and Security (WIFS 2018), pp.1 -7, December 2018 (number of citations: 1,250)
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Capsule Network T [ €

- Media forensics has become a timely and important topic due to significantly increased risks of
realistic fake videos (deepfakes).

- Combine VGG19 with Capsule Network as a countermeasure

Real
: . . Capsule . :
Preprocessin > VGG-19 - Network > Postprocessmg—»O
Fake
 Extract frames *Pretrained Classify latent Aggregate
from video  Extract latent features results
*Crop face area features
*Scale result to 128
x 128

Huy H. Nguyen, Junichi Yamagishi, Isao Echizen, “Capsule-Forensics: Using Capsule Networks to Detect Forged Images
and Videos” ICASSP 2019 (number of citations: 561)
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Why capsule networks?

* In computer vision perspective CNN hasiewpoint
invariantproperty butlackinginformation aboutrelative
spatial relationshipbetween features

« Capsule networks have several capsules, each capsule is
a CNNlearning somespecificrepresentationgspoofing
artifact or irregular noise in digital image forensics)

« Theagreementdetween lowlevel capsules decide the
activationsof the highlevel capsules.

17



Detection Results (Faceswap)

Our Deepfake dataset

o]
(frame) | (frames)
Dev 725

EER: 1.42%




Detection Results (Face2Face)

f ON GMA

OR TAKES TIMES SQUARE
ALBUM "RED" RELEASED TODAY

’ #VaylorOnG

A

»

ON GMA

.OR TAKES TIMES SQUARE
ALBUM "RED" RELEASED TODAY

\ .

FaceForensics dataset

Real (frame)

Forged (frames)

Train 7,040 7,040
Dev 1,500 1,500
Eval 1,500 1,500

EER
No compression: 0.67%
Light compression: 2.67%
Strong compression: 17.0%

=
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TOpeppL. X p?Pi6e xXx 6 Wr“=-"

- Multi -task learning: Combine classification task and segmentation task

Spoof ‘ o
Probabilities [ ] A99"€9atNg FAKE

Pre- || Classifying &
processing Segmenting

- Shape of segmentation mask could reveal clue about type of manipulation method.

Face2Face
(smooth mask)

Deepfakes
(rectangular mask)

FaceSwap
(polygon - like mask)

Huy H. Nguyen, Fuming Fang, Junichi Yamagishi, Isao Echizen, “Multi-task Learning For Detecting and Segmenting
Manipulated Facial Images and Videos"Proc. of the BTAS 2019,8 pages, September 2019 (number of citations: 437)
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CACM Regional Special Issue
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Master Face X L P hpUYL> ¥

[ ]
_ Face Face
h_t}-'lc- T e recognition recognition
° GAN system | system 2
Mean
CMA-ES
scores
Latent vectors
® Intermediate master face
o / |_|I P Enob ® Master face

w 0

Master face Master face

H. H. Nguyen, S. Marcel, J. Yamagishi and |. Echizen, "Master Face Attacks on Face Recognition Systems," in IEEE Transactions on Biometrics, Behavior, and
Identity Science, vol. 4, no. 3, pp. 398-411, July 2022



T R2—E8ARk(Master Vein)o KB AEKBRIES AT LAD DL IHE &

Background Proposed Methods

iteration filter kernel mask

BARE RIS AT LIZEEFS
NI-EHDEF#IRFHELE
Bl B RA—E R
(Master Vein =& €
TILTHER

= Clip, (' + a(¢ * K) © M)
with C V £(9 X ,y)

image |55 function
> or target soft Iabel vector

+ Finger vein recognition systems have
been deployed in ATMs.

Handcrafted featurec\—X | ° ?rc;rfrt]ee di}’;’;ﬁ;?j:g:é’gi t;i?';'g\?:'p?ggg; Latent variable evolution Adversarial machine learning
=¥> S ) X - -
0);];5 ﬁ%HJI'Ea‘é‘kEIJ (a A dzNJ © A countermeasure methods deployed. (LVE)-based attack (AdvML)-based attack

Matcher Miura’s Miura’s |

\
system : system : ResNeXt ‘ ResNet ‘ Mobile

SyStem s lj VCMaster A They may be vulnerable to master vein
VeinAttackbA B3 TH5HZ attacks. (Partial | (Ful | 50 | 18 | NetV3-L
matching) ' matching) | ! !

— Attack
& jf_ w1z ) Results (FARs) _Bona fide 0407 | 0313 | 822 |, 728 , 8.10
Master VVeln Examp|es oncross- LVE'(WGAN) | 3884 © 438 ' 018 © 010 | 0.8
LVE? (3-VAE) 1508 |, 0292 , 000 , 000 , 0.00
| | | |
< - ; --R L '*’f

WACV 2023 (CORH ﬁ% IR database and vgs (comb) | 20.84 19.54 0.54 000 | 001

J:. t} : Cross-system AdvML (A) 03.12 0357 020 | 004 | 018
7 e attacks LVE*+A 163714773 042001 008

~ LVE3+A (Top) 2225 |, 2634 |, 082 |, 052 | 021
fl]\ Hg LVE'+A (Top) 3928 1444908 T 001 0017

* Mi ur ads isvyleerablento master vein attacks.

* The combination of the LVE-based and AdvML-based methods
achieved the best results.

a Original
image

nation W|th

top labels * CNN-based FVRSs are more robust against master vein attacks.

H. H. Nguyen, T. N. Le, J. Yamagishi, and I. Echizen, “Analysis of Master Vein Attacks on Finger Vein Recognition Systems,”
Winter Conference on Applications of Computer Vision (WACV) 2023.



Cyber Vaccine' DeepfakeT w

Deepfake

C.-C. Chang, H. H. Nguyen, J. Yamagishi, |. Echizen, “Cyber Vaccine for Deepfake Immunity” IEEE Access, September 2023
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based method
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EE9HETEMARIC

JTOFEZTIRE

CVPRNorkshopon Media
Forensics 2024 ££1R

AAEZFISALT, BEERN
DIURI—I DEFTHS
BEEDMNMEFIREHRT
BN EARREICT HF L%
IRZE - WIFS202IZ #£4R

Cyber Vaccineg@ 3t i/ 4 XD MMIZ& DTS5\ —{RE

Background Proposed Approach
Uveslt)r_etam ATTACKER Original Image ST
website 9DE - - Image
{3 Identified as u Lol
sq . ik i
F;S:hzlo\:]vlﬁigv 1 Feature Bxtractor| Only in Training

Qawli ng
Process ng
Person X S\ISZ & matdmng

illegally to train recognition systems
__FashionAdyprevents it by making people
from detectors

_ Shared images can be accessed and crawled

r
Adversarial

Im Human Detector

__FashionAdwsynthesizes adversarial textures from fashion
images and blend them into original cletlégions
__FashionAdwaims to balance robustness and naturalness

Identified as

Texture
Person X

e

disappepr

70

DeepFool
Random ......
60 N e. *+., PGD
2 FGS‘T ColorFool BIN;“o:"',‘ ® 35
E— 50 ® ¢ Y ~tAde
o e
5 tAdv-R cAdv @
@ 40 30
a
%
g 30 Fast\.ionAdwR 25
; ...A
20 OO |
FashionAdv-O 20
10
0.5 0.6 0.7 0.8 0.9 1
Structural Similarity (SSIM) 15

FashionAdv achieves competitive naturalness and
significantly outperforms SOTA on robustness on
JPEG compression (QF 80 & 40).

—Robustness Training

AP

—W/o Robustness Training

20 40 60 80 100

Robustness on JPEG compression
at different Quality Factors (QF)

Marc T., Le T.-N., Nguyen, H. H., Yamaaqishi, J., & Echizen, |., “

Fashion-Guided Adversarial Attack on Person-Instance Segmentation”, CVPR Workshop 2021
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Form T (R

% S W —C*ﬁ"? 7/ + lItis extremely difficult to point out forged faces among Forged Face Image ynthesis |

many faces in natural scenes. & e;» o S : p} mﬂ
[E]{% N D48 #objectz [7] B el eyt
BRI HETILAEFER |
EINTHY, FMEEHLFE
R H (S IG L= ET LA oo S
TRINSAREME Contributions

» Address new tasks of multi-face forgery detection and

segmentation in-the-wild

* Present new dataset: 115k images with 334k faces
* Provide benchmark suite

User Study Benchmark

Kakaka Kekana Kokah (ki

iﬁ.ﬁ?’ < i
m_ﬂm ‘

Real Human Images | Face Extraction
|

BHOHEERIZKSBRA
W%’&*T%tu:l:lvl—‘r‘—a
YR FIRE

FMWRHIZINA T, RS A%SE |- 3,000 images (5 datasets) was used in experiments %
= o . 101 - =
iﬁi’é?ﬁm?‘ésegmentatlon BR‘Si?EO participants (80 exp:ﬂcjsrts and 120 non expi;ts) o si'ff!f(
— L 80 5 5 807 < ++
9 Z 7 ' S :E) ﬁ ,TLT\ 70 /A\ 4 | @ FaceForensics+4 % 60 _% 70 ZZ&:I\C/IZSK
e R E e
. —9 ® DeeperForerjsics 5 204 @ 60 e
T —gt\y I\/A Fﬁﬁ ) 700(]@ ;1(()) \!;\\* (1) vk OpenForensics % o ? * - g 0‘ :Z::(;Stns
u J: 0) 9\\ rb ) D — I\\\ 0 10 20 Sgalse AlarrﬁoRate ° ! Numbe% of Forge?:i Faces p:r Image ° ! < e .
» OpenForensics can trick human (highest justification error) with highest realism 40 ’ OTest-Dev St
. . 10 20 30 40 50 60 70 | ©Test-Challenge Set
ICCV2021 ( CORE ': . E‘T, *R * More fake faces cause more missed detection ) Optima Localization Recall Precision Error (oLRP)

Le T.-N., Nguyen, H. H., Yamagishi, J., & Echizen_l., “OpenForensics: Large-Scale Challenging Dataset For Multi-Face Forgery Detection And Segmentation
In-The-Wild”, International Conference on Computer Vision (ICCV), 2021 (CORE A*, # of citations: 46)
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2021/08/19

FEYIR—EA O

Paper] Journal of Computational Social Sciencell /XA HFIREINE L1z (BE

HEHRR)

L ¢

A

e B4 Do B

ELAB

Content Security

KBRAF
BisOMRE

\ 34
CREST FakeMedia 9z 7 Y1k
TJLFYUk, TRTS LA, T—5vhE
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1. Liangzhi Li, Bowen Wang, Manisha Verma, Yuta Nakashima, Ryo Kawasaki, Hajime Nagahara,
“SCOUTER: Slot Attention-based Classifier for Explainable Image Recognition” ICCV 2021, accepted,
October 2021, Preprint, Codes

2. Trung-Nghia Le, Huy H. Nguyen, Junichi Yamagishi, Isao Echizen, "OpenForensics: Large-Scale
Challenging Dataset For Multi-Face Forgery Detection And Segmentation In-The-Wild" ICCV 2021,
accepted, October 2021, Preprint

3. April Pyone MAUNG MAUNG, Hitoshi KIYA, "TRANSFER LEARNING-BASED MODEL PROTECTION
WITH SECRET KEY,", IEEE International Conference on Image Processing, accepted, September
2021

4. Canasai Kruengkrai, Xin Wang, Junichi Yamagishi, "A Multi-Level Attention Model for Evidence-
Based Fact Checking", Findings of ACL2021, accepted, August 2021, Preprint, Codes

5. M. Kuribayashi, T. Tanaka, S. Suzuki, T. Yasui, Nobuo Funabiki, "White-box watermarking scheme for
fully-connected layers in fine-tuning model," 9th ACM Workshop on Information Hiding and
Multimedia Security (IH&MMSec'21), accepted, June 2021.

6. April Pyone MAUNG MAUNG, Hitoshi KIYA, "Piracy-Resistant DNN Watermarking by Block-Wise
Image Transformation with Secret Key," ACM Workshop on Information Hiding and Multimedia
Security 22th, accepted, June 2021.

7. Marc Treu, Trung-Nghia Le, Huy H. Nguyen, Junichi Yamagishi, Isao Echizen, "Fashion-Guided
Adversarial Attack on Person Segmentation”, Computer Vision and Pattern Recognition
WORKSHOP ON MEDIA FORENSICS 2021, accepted, June 2021, Preprint, Presentation Video
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