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Dataset Statistics 

Contribution

• New dataset includes real and fake 3D face models.

• Advanced 3D deepfake detection models designed using 3D
mesh learning.

• Models show strong generalization across multiple datasets.

Inference

Results

Trained on Dataset 1

Trained on Dataset 1

Trained on Dataset 2

Trained on Dataset 1

Mesh TabTransformer

Mesh TabTransformer pipeline for 3D deepfake detection.

Experiments

• 3D deepfake detection results reported as F1 scores (%). Green
highlights highest scores; red indicates second-highest.

Models demonstrated strong robustness
to adversarial attacks. Results reported
as F1 scores (%).

Compared with 2D deepfake detection.
Ratings used: – = Weak, + = Good, * =
Very Good.

Conclusion 

Average processing time (seconds) per
example.

Comprehensive statistics of datasets used in this study:
• Two datasets were created using the same pipeline.
• Differ in source, resolution, and data collection method.
• Used to evaluate models' generalizability on unseen data.

• 3D face recognition is widely used in security and virtual systems,
including biometric authentication for smartphones (e.g., Apple's
Face ID), and remote identity verification in eKYC.

• Rise of 3D deepfakes introduces new security risks.

• Strong need for improved detection and prevention methods.

• Attention mechanisms improved performance and generalization.

• Mesh-TabTransformer performed well on unseen data.

• Ensemble TabTransformer remained stable across training sets.

• 3D face data provides stronger protection against deepfakes than 2D images.

• Models showed strong performance across datasets and training conditions.

• Results highlight potential of 3D face technology for secure recognition and identity
proofing.

• Future Work: Combine geometric features with facial textures to enhance detection
accuracy and efficiency.

• Tested mesh-MLP model for 3D mesh classification.

• Developed two attention-based variants: mesh-MLP-SA and mesh-MLP-MHA.

• Introduced Mesh-TabTransformer model for 3D deepfake detection.

Postprocessing steps:
a) 3D facial landmarks.
b) Removing disconnected

areas.
c) Removing outlier vertices

near face and eyes.

• Real 3D head models sourced from the FaceScape and BU-3DFE datasets.
• Fake 3D models generated from 2D-to-3D face reconstruction.
• 3D facial landmarks used for face cropping.
• Post-processing applied to enhance model quality.
• DECA and EMOCA used for 3D face reconstruction.
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