
We can apply network protocol
analysis techniques to analyze
automatically the security of
Internet of Things devices.
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Introduction
• IoT devices are everywhere
• Security is important
• Automatic analysis with the

Tamarin model checker

Method
Modeling protocols and
verifying security
properties with Tamarin
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Case study

The Armadillo-IoT G4
device for high
performance AI
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Model:
1. Binding process
2. Key derivation
3. TA execution

Properties: Authentication and
secrecy

Verification: 15s – 150s
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