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Testing Cyber-Physical Systems (CPS) by Shaukat Ali

O Application Domains: Automotive, Avionics, Maritime, Oil&Gas, etc.

O Objective: Ensure dependable operation/behavior in real environment , e.qg.,
safety, security, correctness

O Challenges: Unpredictable physical environment, black-boxes, interactions
among software, hardware, human, information networks,

O Methods: Model-based Testing, Search-based Testing, Machine Learning
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Using Mutation for Testing and Repairing Code/Models

by Paolo Arcaini

Automatic repair

* Automatic repair aims at removing faults from SW
artefacts

Fault-based testing

* Some faults are more frequent than others. E.g.:
* developer wrote if(var < 5) instead of if(var <= 5)
» developer wrote [a-z]* instead of [a-z]+
* Fault-based testing is used for two purposes:
» checking if a test suite detects all the faults
» generating a test suite for detecting all the faults
* Fault-based testing is applied to: code, formal
models, regular expressions, feature models

Automatic repair of feature models
* We consider feature models and suppose to have a
set of desired update requests (from failing tests)

Failing tests
- Products with Camera and Basic

are wrongly accepted
- Products without GPS are

Fault-based test generation for regular expressions &~ owsc ] [omour | [gn wsowin] [Gones ] [ w3 ] wyrongly rejected
* We identified typical faults in regular expressions - =
(e.g., wrong multiplicity operator) e e

* The tool MutRex builds tests for capturing such faults
in a regular expression under test
* The user is the oracle

* Evolutionary approach for automatic repair
* In mutation testing, mutants are used to detect faults
* If a SW artefact contains a fault, the corresponding mutant
does not: Let’s use it for repairing the feature model!
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