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SEIDIdP3HEEEE NS

- CentOS 7

« Oracle JDK 8+JCE(Java Cryptography
Extension)

« Tomcat 8
« Shibboleth IdP 3.2.1 (2015122 F)

. @&
wiki.shibboleth.net CO#ERIRIE (CHED T=
Open]DK®DIZE (FICEFAE

BEFIEOHSNS(E. CentOS 6¥20pen]DK 1.7¥°Tomcat
7ZFMAITDIEETEDEDENLDRN GRUTE)

attribute-*.xmITR O UT h&EED> TULVRULDT,
Tomcat®)\—= 3 > ADMKIFEITFHL
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« BARNECTCKERSZTH|ALDBE [0\ D
attribute-filter.xml & attribute-resolver.xml
. HA NS ECBENZBTENBNTD2DDIT 7 AILNEEF
TDEIRFEZDDTHE
- uApprove-jp EHHEHEEDCconsent-intercept& (&
2LEEDNERD
TNIFERTEDFHEIIEN SR
- FPSP&HYHBED Ccontext-check& (3£ < EENRE
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ETCHBEIMNER (IR D TULND
« B+ XEOHRAIVAXAFERIELLENDDODTWND
o HE(CRDOIEEMNDEBHD
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o NJIMFEEL <70

-  uApprove-jpdDDBld&consent-intercept(CEH#EIC (&
51 ZHRFRUN
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B MDStoredIDMDBICIBHT B & »1

- IS—h'HTIdPHEeEN L7RkuY
« java.sql.SQLException: Duplicate insertion
succeeded, primary key missing from table

+ 3.2.0055—=JIDEEHIEE(CIRO I

- |ocalEntity, peerEntity, persistentIDZ S5 < U
T —1EEITDENDD
- BEFODBZESWELHDIIES

- FHZENMT DENDD

« —EEBStoredIDZEFEFCEE UEZ EHVRITNIL,
1= (CZEDDBZ/E> THLW)
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shibpid7—7JLOEHEH (MysQL) =

- FiaYA byl

CREATE TABLE shibpid (
localEntity VARCHAR(255) NOT NULL,
peerEntity VARCHAR(255) NOT NULL,
persistentId VARCHAR(50) NOT NULL,
principalName VARCHAR(50) NOT NULL,
localId VARCHAR(50) NOT NULL,
peerProvidedId VARCHAR(50) NULL,
creationDate TIMESTAMP NOT NULL,
deactivationDate TIMESTAMP NULL,
PRIMARY KEY (localEntity, peerEntity, persistentId)

) ENGINE=InnoDB DEFAULT CHARSET=utf8;
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uApprove-jp&consent-intercept
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consent-intercept&(d ?

« UApprove-jptHZi D
BEMIdP3THEEYR—
=NzED
o SPE(CI—YDREMHXEIC
Xt U CI1—HI(CEFa]# D
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BDCEBETEDSD
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o T IAILKNTHER

FIEBALELSELTWEY—EZR
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ZOY—ERENBTIEHICIR. BRIELODVTORBEY—CACKEBTIEIDETT. &
BIERY—EACPI7CATILHIC, UTOMBERBT S LCARTIDENBD XY, KR
ENdA-MWCOVTI, PRTABY - ERCEKME DM Ty BSRSEEW,

COY—ERCHLTRHZNDIWE

HEZ Keio University (V]
ePTID(Y —ER21—4%E) —— W - )
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EBINBEEHTLETH?
WEEEFTOEMEMERRLTILZWV
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SORWMEEERILET,
O oY —ERALKBENIWWHI B LLBE, BEHNITIHBRTIELL,
RELE, COY—EALHULTABNCEAUNESRBENDICEENAILET,
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consent-intercept®s&7E

relying-party.xmIfa®.
@p:postAuthenticationFlows[CIEEEY B

BHXREDHEBEB/DIGEDrelying-party.xm| (IAJL 1K)

<bean parent="Shibboleth.SSO" p:postAuthenticationFlows="attribute-release" />

(%) ...

<bean parent="SAML2.SSO" p:postAuthenticationFlows="attribute-release" />

BIHHX(E EF MBI DER =S DB S Drelying-party.xmil

<bean parent="Shibboleth.SSO0"

p:postAuthenticationFlows="#{ {'terms-of-use', 'attribute-release'} }" />
(B8 ...
<bean parent="SAML2.SSO"
p:postAuthenticationFlows="#{ {'terms-of-use', 'attribute-release'} }" />

BEDFRRA(TuApprove-jp &BEIHRIC,
attribute-resolver.xmI$®d
resolver:DisplayNameh‘FI el &&
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FIFIMA(CRIT B3 N

FIFFRFI DGR (CEE 9 B conf/intercept/consent-intercept-config.xml
DEXTEEDT

<alias alias="shibboleth.consent.terms-of-use.Key" name="shibboleth.SingleTermsOfUseText" />

<bean id="shibboleth.SingleTermsOfUseText"

class="com.google.common.base.Functions" factory-method="constant">
<constructor-arg value="my-terms-of-use-0" />
</bean>

mesages/consent-messages.propertiesH (CHIARIBARETEER T D

my-terms-of-use-0 = my-tou-0
my-tou-0.title = BERPAFFMRELE I TS L—>3 > XFT LFIAMRA
my-tou-0.text = <p>\
(B8) <br/> \
%1 %<br/> \
AHRAIE, BEZBARFZMEEITITITL—>23a> S AT AOFACETIFRIEZEDHDCEICEKD. BEEBRZ(CHITD\

BERtF 1V DR EFZRMIEH—EXDOHBERFBICETDICEZBINET D, <br/> \
o (BR).....

FIARFMLINRE =NTZBZSE. BlDZRT (my-terms-of-use-0DX10O D)
TEEZITAL. BEMASRNADOREE 1 —H(CKDBZENTES,
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XSS EH C DREIEDRRIAEE

- conf/intercept/consent-intercept-config.xml
THE (3.2.1B10%F)

<util:list id="shibboleth.consent.attribute-release.AttributeDisplayOrder">
<value>givenName</value>
<value>surname</value>
<value>displayName</value>
<value>jaSurname</value>
<value>jaGivenName</value>
<value>jaDisplayName</value>
<value>mail</value>
<value>gakuninScopedPersonalUniqueCode</value>
<value>eduPersonPrincipalName</value>
<value>eduPersonAffiliation</value>
<value>eduPersonScopedAffiliation</value>
<value>organizationName</value>
<value>jaOrganizationName</value>
<value>eduPersonTargetedID</value>
<value>eduPersonEntitlement</value>

</util:list>
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1—YEBT —4 OISR NS

- IRETEISA7> M ($FHIIRRTEARE)
« Cookie
- HTML5 Web Storage (3.2.0L4F%)

» BEEHTUVLWIE, F3lCETNTWLWWD?
» BIORT AT SUTNST IR TDE. BER

MWERETND
o BIHXEAE AR EEDIEHRNT— ) VEICEE
5780
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ABRER%E Y —) VRIDBICIEM NS

- JPA(Java Persistence API)%Z#IH
« J\wOT> RICMYySQLZFFHE]&E
e Tomcat7 E8TIIZAKENREIRD
« uApprove-jp@DDB & (3£ < B DR LY
« FFRIARE(LISONBYRAZTIN T value” (CERES=ND

CREATE TABLE StorageRecords (
context VARCHAR(255) NOT NULL,
id VARCHAR(255) NOT NULL,
expires BIGINT(20) DEFAULT NULL,
value LONGTEXT NOT NULL,
version BIGINT(20) NOT NULL,
PRIMARY KEY (context, id)

) 7
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global.xmIzZEHI(Tomcat8)

<bean id="shibboleth.JPAStorageService"
class="org.opensaml.storage.impl.JPAStorageService"

x> 3>TJ—J)LEUT.
Commons DBCP= X9 341,

p:cleanupInterval="%{idp.storage.cleanupInterval :PT10M}" Tt (CETomceat IDBC Pool,

c:factory-ref="shibboleth.JPAStorageService.EntityManagerFactory" /> BoneCP, HikariCP/2 EQF B EE.
<bean id="shibboleth.JPAStorageService.EntityManagerFactory"

class="org.springframework.orm. jpa.LocalContainerEntityManagerFactoryBean">

<property name="persistenceUnitName" value="storageservice" />

<property name="packagesToScan" value="org.opensaml.storage.impl" />

<property name="dataSource" ref="shibboleth.JPAStorageService.DataSource" />

<property name="jpaVendorAdapter" ref="shibboleth.JPAStorageService.JPAVendorAdapter" />

<property name="jpaDialect">

<bean class="org.springframework.orm.jpa.vendor.HibernateJpaDialect" />

</property>
</bean>

<bean id="shibboleth.JPAStorageService.JPAVendorAdapter"

class="org.springframework.orm. jpa.vendor.HibernateJpaVendorAdapter">

<property name="database" value="MYSQL" />
</bean>
<bean id="shibboleth.JPAStorageService.DataSource”
class="org.apache.tomcat.dbcp.dbcp2.BasicDataSource"
:driverClassName="com.mysqgl.jdbc.Driver"
:url="jdbc:mysql://DBMDIP7KL X:3306/DB&"
:username="DB1—H "
:password="DB/\XTJ—R"
tmaxIdle="5"
:maxTotal="10"
tmaxWaitMillis="15000"
:testOnBorrow="true"
:validationQuery="select 1"
:validationQueryTimeout="5" />

's'o's ' ' 'O 'O 'O 'O 'O

Tomcat7:

class="org.apache.tomcat.dbcp.dbcp.BasicDataSource'

Tomcat7:
p:maxActive="10"
p:maxWait="15000"

201655827H NIZEMIBEREB A —T > T+ —>.12016 19



idp.propertiess%E |

consent®/\Ww O T > REZEEDDISA 7> b+ RTIFIR<IPAICHTE

# Set to "shibboleth.StorageService" or custom bean for alternate storage of consent
#idp.consent.StorageService = shibboleth.ClientPersistentStorageService
idp.consent.StorageService = shibboleth.JPAStorageService

HGR7Z LR I DF—ZuidTIF/R<ePPNI(ZFRE T DiHmE (IdP 3.2.0L4F)

# Set to "shibboleth.consent.AttributeConsentStorageKey" to use an attribute
# to key user consent storage records (and set the attribute name)
#idp.consent.userStorageKey = shibboleth.consent.PrincipalConsentStorageKey
idp.consent.userStorageKey = shibboleth.consent.AttributeConsentStorageKey
idp.consent.userStorageKeyAttribute = eduPersonPrincipalName

201655827H NIZEMIBEREB A —T > T+ —>.12016 20
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FPSP & context-check
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context-

check& (3 ? %

+ FPSP(Filter Per SP)HHZD##EENIdP3TIR

-E'U?I'\

° *IJ/ 'WIJ

'?:

hENiEEoD

BIEDIECIG U CSPADRERIEXEFr =l TE 5

H(CDFHDreamSparkzF AT Bz

o ?t:

- HEE (COHIHBoxEFIFHETEZ0)

20164F5H27H
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=L r=2=

context-check®:7E

relying-party. xmIDs%EEPD (5
« @p:postAuthenticationFlows(CE%TE I D

<bean parent="Shibboleth.SS0O"
p:postAuthenticationFlows=
"#{ {'context-check', 'terms-of-use', 'attribute-release'} }" />

e (BB ...
<bean parent="SAML2.SSO"

p:postAuthenticationFlows=
"#{ {'context-check', 'terms-of-use', 'attribute-release'} }" />

COFITIE, FAMK (terms-of-use) &EEMIX(EEFO](attribute-
release) BEIKFICIEEL TLD

20164E5827H NIZERFEREE A —T> T4 —S/2016
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context-checkD&H4EERH 15 %

« 2DDHIE
1. context-checkZziERA I BSPZREL T. ©NSDSPICx T
BDEMHFDHZEHT D

2. PSP U Tcontext-checkziEA I 2D (BIXTA RDESE

: %JI’L% NDOR=

1.(FEREEATN & L/‘Cﬁﬂifﬂ&b\%?éﬁwism ) X ~C
context-checkXWRZEZNNZDDITH . HEN2DDT 71 )LIC
FENBDREDIBRATHMNDICK L)

2.(F1DDT 7 A )L TCSPEODREN TG I DDITH, ENE(ZEH
TE I D EXRSPDentityIDZERTERD2EFTICE WENSHD
cnEcncomnb(c< L\

A@(&"Z DHZFBIT I
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SP2{&%Zcontext-check¥%HR& 93D

o  [ARSPDentityIDZEHRERD2EFRICE <

WHWENSH D] Sk

entityID in (“SP-A”) and attributel in (“X”,
entityID in (“SP-B”) and attributel in (“Z"”) or
not (entityID in (“SP-A”, *“SP-B"))

context-check®O=>w U DIETEEZARIEN /RO — RTERih U=

(RH(IXML TR T DT28hE D LEilkh ERE)

SP-A&SP-BDentityIDZ 2EFFICE K WEMNDD. HDMDIC LY

20164E5827H NIZERFEREE A —T> T4 —S/2016

“Y") or

N
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BEOSY O THEBEIL ? N

o [AARBEH] 2EDBEEZEZS CETSPD
entityIDZE < 5Pi%& 1EPhR(C
o POVERBRDMNDYT =HERNOND ?

not (entityID in (“SP-A”) and not attributel in (“X”, “Y"”) or
entityID in (“SP-B”) and not attributel in ("Z"))

201648E5H27H NIFEMIEREE A — T > T4 —5/2016 26



2% : EEDEIRH

+ BIASA RO#HREZXMLT

soik U745l

« conf/intercept/context-check-
intercept-config.xml

- H(FDimEZEEEIR T DEDN
BULDIEN, SPDentityIDELEL
P2EFR(CIR DD THEL: -

o  CNIIEREN)(CFHDIR |

- FPSP(IREEZ>TZDIT

o 2 )\ASHREDHERL
LYo

not (entityID in (“SP-A"”) and
not attributel in (“X”,
entityID in (“SP-B”) and
not attributel in (“Z"))

u S{Il ) c)]:

20164F5H27H

<bean id="shibboleth.context-check.Condition" parent="shibboleth.Conditions.NOT">

<constructor-arg>

<list>
<bean

id="shibboleth.context-check.Condition" parent="shibboleth.Conditions.OR">

<constructor-arg>
<list>

<bean id="shibboleth.context-check.Condition" parent="shibboleth.Conditions.AND">
<constructor-arg>
<list>
<bean parent="shibboleth.Conditions.RelyingPartyId" c:candidates="#{ 'SP-A' }" />
<bean id="shibboleth.context-check.Condition" parent="shibboleth.Conditions.NOT">
<constructor-arg>
<list>
<bean class="net.shibboleth.idp.profile.logic.SimpleAttributePredicate”
p:useUnfilteredAttributes="true">
<property name="attributeValueMap">
<map>
<entry key="attributel">
<list>
<value>X</value>
<value>Y</value>
</list>
</entry>
</map>
</property>
</bean>
</list>
</constructor-arg>
</bean>
</list>
</constructor-arg>
</bean>
<bean id="shibboleth.context-check.Condition" parent="shibboleth.Conditions.AND">
<constructor-arg>
<list>
<bean parent="shibboleth.Conditions.RelyingPartyId" candidates="#{ 'SP-B' }" />
<bean id="shibboleth.context-check.Condition" parent="shibboleth.Conditions.NOT">
<constructor-arg>
<list>
<bean class="net.shibboleth.idp.profile.logic.SimpleAttributePredicate”
p:useUnfilteredAttributes="true">
<property name="attributeValueMap">
<map>
<entry key="attributel">
<list>
<value>z</value>
</list>
</entry>
</map>
</property>
</bean>
</list>
</constructor-arg>
</bean>
</list>
</constructor-arg>
</bean>

</list>
</constructor-arg>
</bean>

</list>

</constructor-arg>

</bean>
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BEEHDRAIILX -

ZE8a{L
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B 24Dk views/ TEHTE

-  fll: views/login.vm®D—&p

« #springMessageText(): Spring Framework(Z K3IMS(Java Message
Service)ZZHW\ e X vz — &

o S$EHB.AVY RA():AVY REETU GERICER

<dt>#springMessageText("idp.login.username", "Username")</dt>
<dd id="box_ iptName"><input type="text" name="j username" id="iptName”
class="ipt text m" autocapitalize="off" autocorrect="off" />
<img id="mark help name"
src="$request.getContextPath()/common/images/mark helpOl.jpg"
onclick="openFolder('box help name', 'mark help name')" alt="" />
<div id="box_help name" class="box_ help">
#springMessageText ("idp.keio.usernameDescription"”, "Username")
</div>
</dd>

« BIIWNERNIBTRAEDRB LA

« vmI 7AW EaEZTRAD LAKRREND
+ s, css, BT 7 AILIREDEN - B, idp.war®EEE - JE-HYBE
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Awt—IhAH0OY(Emessages/ TEEE

-  SZEE{EWRETIHEE
. TDZE. HIRIETT A )L bdDmessages/authn-message.properties(d.
messages/authn-message_en.properties&EWSEZBIDO T 71 J)LICOE—

messages/ idp.login.login = Login

authn—messages en.properties idp.login.pleasewait = Logging in, please wait...
= idp.login.forgotPassword = Forgot your password?

(EQEE ¢ jt—?%) idp.login.needHelp = Need Help?
messages/ idp.login.login = AY (> ‘
authn-messages_ja.properties idp.login.pleasewait = A AL TVET , BFLTILY,
% | . idp.login.forgotPassword = /NARAT—FEENTIHFE
(B=3E - ENMT D) idp.login.needHelp = AL

« HMBOAYVE—SZENMIT D EETHEE
s Views/MSDER(IFEE XA VT —= ERER(C#springMessageText() CHIEE

idp.keio.pagetitle = BEZRBRKEFEMPBII=TL—I3av P RTLA

. EFIMIEITomcatBEHHNHNE
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You are about to access the service:

NIl CakuNin e-Learning Moodle of National Institute of Informatics

To use this service, it is necessary to send the information about you to the service. You will

need to agree to send the following information to access the service. For the user

information to be transmitted, please refer to "#&T A 3% SRIEICONT
(The attributes that are sent to the external service of Gakunin)" (Currently, only Japanese
page is available).

Information to be Provided to Service

Organization Name Keio University

ePTID(Service User Name) ST W e Gy e [ S

Entitlement urn:mace:dir:entitl lib-terms

The information above would be shared with the service if you proceed. Do you agree to
release this information to the service every time you access it?
Select an information release consent duration
Ask me again at next login
| agree to send my information this time.
© Ask me again if information to be provided to this service changes

1 agree that the same information will be sent automatically to this service in the

future.
Do not ask me again
| agree that all of my information will be released to any service.

This setting can be revoked at any time with the checkbox on the login page.

Reject Accept

20165F5H27H
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« BAUCXw ‘E— /D‘H:'nﬁdi’) (C’Fé‘ﬁ%(c. ‘E_C‘%é

V=3 )Ldmessages/authn-messages.propertiesd®—&b

UnknownUsername = bad-username
InvalidPassword = bad-password
. (B%) ...

bad-username.message = The username you entered cannot be identified.

bad-password.message = The password you entered was incorrect.

Z8# L /zmessages/authn-messages.properties®l

UnknownUsername = bad-username-or-password
InvalidPassword = bad-username-or-password
. (B8) ...

bad-username-or-password.message = Username or password was incorrect.
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o FRUNDSPICERIIZIRFALTNDIES
o SPAYTFT—HDERBPINERE(CIRDTERITTER
« IdP2: relying-party.xml
« IdP3: metadata-providers.xml

« FileBackedHTTPMetadataProvidert®>&@DiBAETR
EDEENRTEREREBRELLEE(CIRDODTULS
KODRDOTER
o« TIAILMDETET 7 AILDOERBASTT—FDIZ

D TEH & =8 (metadata-providers.xml)
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- Google Apps, Box&
. relying-party. xmITE
IdP2(CH D Google AppsDI=sHDRPEE

<rp:RelyingParty id="google.com" provider="IdPMDentityIDZAN5"
defaultSigningCredentialRef="IdPCredential">
<rp:ProfileConfiguration xsi:type="saml:SAML2SSOProfile" encryptAssertions="never”
encryptNameIds="never" />
<rp:ProfileConfiguration xsi:type="saml:SAML2LogoutRequestProfile”
signResponses="conditional" />
</rp:RelyingParty>

IdP3(C BT BGoogle AppsDz&b@DRP OverridesiE

<util:list id="shibboleth.RelyingPartyOverrides">
<bean parent="RelyingPartyByName" c:relyingPartyIds="google.com">
<property name="profileConfigurations">
<list> BoxZ C(d@p:namelDFormatPrecedenceldA~E
<bean parent="SAML2.SSO" Af///
p:nameIDFormatPrecedence="urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified”
p:encryptAssertions="false" p:postAuthenticationFlows="#{ {'context-check'} }"/>

</list> A
</property> o _ . e
@p:postAuthenticationFlows(Z (&, BSP&E U FlowZzseuk U7di &,

</b > Sty s -
</uti§?rllist> CDSPIZ3 U CFlowh EEEL7R <7323 (Z DB T(Icontext-checkDd+Z157E)

7E¥: Google AppsA®dattribute-resolver.xmId@NameIlDESE(FEE U/IR < TKLY
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- IdP2EF{XdDStateless ClusteringtH2ibkaEH
RETHMIATENIE
o IEK(FIAPZA> T FH 2RI BFERE(CTI—T(CHR
s ER U CLER, REBERD T
« DO EEULLY

201648E5H27H NIFEMIEREE A — T > T4 —5/2016 38



auditOdICOSA 7> hDIPEEN 5

+ IdP3TTiEEZEHNZEDDII
* logback.xmIfrdid="IDP_AUDIT" &
id="IDP_CONSENT_AUDIT DT D& D <Pattern/>%E
S NUIRL)

o OS54 > bDIPF FL A EISESSIONIDA EEER 11D

<encoder class="ch.qos.logback.classic.encoder.PatternLayoutEncoder">
<charset>UTF-8</charset>
<l--

<Pattern>%msg%n</Pattern>
-——>

<Pattern>%msg%mdc{idp.remote addr}|%mdc{idp.jsessionid} |%n</Pattern>
</encoder>
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attribute-resolver.xmIDEER %

o IdP3DY>TJIVEEFE(IL. myLDAPIRIAIH

Idap propertiesDEhZFIAIT B KS(CIRD TS
oD > TILIFIRIRTIFEDEE
Fh(E3.2. 1Dattribute-resolver-full.xmlZz~R— X (C. FERDO=E
HEEEZEY—> L/‘CiFIJﬁH
O+ > FADLDAPES & EBMEUSHALDAPEREN —EM THD
DT

IdP3T(&login.config(IfFTE L7
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attribute-filter.xmIDZEE KR

¢ 3.2.0CHIEY>IINDRAF—IHWEELIRDOIE
o BBEIDRTAILEDEEXETEIHKDT., UIDBEXR TERIERL)
o IHRTEFEZET>TL—bBIHRIAILDEZE
« PIDBXIES. FESP—EBDOU > T)LZ2IERTERLRDE

IHRS 1 )LAF

A1)

20164F5H27H

<AttributeFilterPolicy id="SamplePolicy">

<PolicyRequirementRule xsi:type="basic:AttributeRequesterString"
value="entityID-sample" />
<AttributeRule attributeID="attributel">
<PermitValueRule xsi:type="basic:ANY" />
</AttributeRule>
<AttributeRule attributeID="attribute2">
<PermitValueRule xsi:type="basic:AttributevValueString" value="XZF3|"/>
</AttributeRule>

</AttributeFilterPolicy>

<AttributeFilterPolicy id="SamplePolicy">

<PolicyRequirementRule xsi:type="Requester" value="entityID-sample" />
<AttributeRule attributeID="eduPersonPrincipalName">
<PermitValueRule xsi:type="ANY" />
</AttributeRule>
<AttributeRule attributeID="attribute2">
<PermitValueRule xsi:type="vValue" value="3ZF35|"/>
</AttributeRule>

</AttributeFilterPolicy>
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[ E:2IdP%Z Shibboleth3(C 9 3D X E |
http://memo.itc.keio.ac.jp/blog/?p=474
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