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IdP (v3) D% 5E (1)

1. idp.properties|ZO A7 U FEBAE R A E DR EZX ECEK

# Regular expression matching login flows to enable, e.g. IPAddress|Password
idp.authn.flows= Password| X509

2. ApacheMssl.conf[2U 547 FEEBAEFREE D IR % 50 &k

<Location /idp/Authn/X509>
SSLCACertificateFile /opt/shibboleth-idp/credentials/Kanazawa-CA.crt < 2EFE D CAZEEAE
SSLVerifyClient require « 2754 7 FEEBAEZ &AL
SSLVerifyDepth 3
SSLRequireSSL
SSLOptions +ExportCertData +StdEnvVars
SSLUserName SSL_CLIENT S DN_CN «— “CN’0®{E%"REMOTE_USER’IEEZ %=tk
SSLRequire %{SSL_CLIENT_S_DN_O} eq “Kanazawa University“— “O"MD{EHV"Kanazawa University "5
EINEFIVY
</Location>
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IdP(v3) DEXTE (2)

3. /TOMCAT _HOME/webapps/idp/WEB-INF/web.xmlZ/\TA—43% 31BN

__________________________________________________________________________________________________________________________

<l-- Servlet protected by container used for X.509 authentication -->

<servlet>
<servlet-name>X509AuthHandler</servilet-name>
<servlet-class>net.shibboleth.idp.authn.impl.X509AuthServlet</servlet-class>
<load-on-startup>3</load-on-startup>

</servlet>

<servlet-mapping>
<servlet-name>X509AuthHandler</servilet-name>
<url-pattern>/Authn/X509</url-pattern>

</servlet-mapping>

. — — =] = (] S=Tm=
4. relying-partyxmlIZT 74 LD R FEZIETE (VNRAT—REREE)
<bean id="shibboleth.DefaultRelyingParty” parent="“RelyingParty”>
<property name="“profileConfigurations™>
<list>
<bean parent=“Shibboleth.SSO” p:postAuthenticationFlows="attribute-release*
p:defaultAuthenticationMethods="urn:oasis:names:tc:SAML:1.0:am:password” />

<bean parent="SAML2.SSO" p:postAuthenticationFlows="attribute-release"
p:defaultAuthenticationMethods="urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtected Transport" />
B
</list>
</property>
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1. IdPIZLCRIEA KX DIETE
shibboleth2.xml

<Sessionlnitiator type="Chaining" Location="/Login" isDefault="true" id="Intranet”
authnContextClassRef="urn:oasis:names:tc:SAML:2.0:ac:classes:X509"
relayState="cookie" entitylD="https://IdPserver/idp/shibboleth">
<Sessionlnitiator type="SAML2" acsIndex="1" template="bindingTemplate.html"/>
<Sessionlnitiator type="Shib1" acsIindex="5"/>
</Sessionlnitiator>

______________________________________________________________________________________________________________

' <Location /secure>
' AuthType shibboleth i
. ShibCompatWith24 On
i ShibRequestSetting requireSession 1 :
' ShibRequestSetting authnContextClassRef urn:oasis:names:tc:SAML:2.0:ac:classes: X509 !
| require shib-session
 </Location>
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Our Identity H =
I (replace this plaw"u’ 77 /r 7/ I\ nE Eﬂ % nz"]\

organizational log

Please make sure that your user

certificate is properly configured in I | N
your web browser and click on the n —
S P ' - Certificate Login button. - > Need Help? ~ t Z
— Windows ZFa1UF ==
[ clear prior granting of permission A
for release of your information to this - — -
7 7 t z SeRSnESR Fl A
[OK] Z&UwHLT. COMRSEEELFT. JOIERSHAEL<R
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