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Privacy Visor: wearable device for preventing privacy
invasion through face recognition from camera images

Isao Echizen
Digital Content and Media Sciences Research Division, National Institute of Informatics

Background

Spread of cell phones with digital camera and
Advances in SNS and image search technology [

Identify someone by (e.g., Google images)
facial recognition B

Image search engine Share on SNSs

Location
information

had created invasion of privacy problems

Increasing public self-disclosures through online social networks:

* Faces of Facebook: Privacy in the Age of Augmented Reality (BlackHat USA, Aug. 4, 2011)

Previous methods

image »Invasuon of prlvacy by

-Germany: Facebook must destroy facial recognition database (Artstechnica.com, Aug. 16, 2012)

transmission
lat, lon, geo, x-acc:

Yuu

unintentional capture of images of one’s face

Purpose and means

-Change coloring of face and hairstyle to prevent detection Purpose:

of human face

-Physically hide face by wearing, for example,
a Wearable Privacy Shell

m

(www.toxel.com/tech/2011/08/20/ (venturebeat.com/2010/07/02/faciaI-
wearable-privacy-shells/) recognition-camouflage/)

Hinder face-to-face communication

Arran
= [ B

Use of Viola-Jones Face Detector
-Feature extraction with Haar-like features
-Classification using boosting
-Multi-scale detection algorithm
Analyze effect of arrangement on extraction © @

Haar-like features
of Haar-like features of boosted classifiers

Establish a method that prevents identification of a person without
causing discomfort.

Means:

Equip person with a unit transmitting near-infrared rays as a noise
light source, which makes the face in captured images undetectable.

How should light source noise be arranged?

Privacy visor

Specifications of privacy visor

Number: 11; Peak wavelength: 870
nm, Radiation intensity: 600mW/sr;

IR LEDs Radiation angle: 15°, Rated current 1A;
Rated power consumption: 2.1W
Frame material: Plastic

Goggles

Lens material: Polycarbonate

Specification of arrangement

-Use of Haar-like features of

features are obscured features are obscured

Blue area: dark features | [ Red area: bright feature
-> made bright, so - made dark, so

Power Three lithium-ion batteries (12 V)

s] Overview of privacy visor
Eleven near-infrared LEDs were implemented in commercial

boosted classifiers
-Calculate sum over the detection area

+1: value in red rectangle
-1: value in blue rectangle

Analysis result

- Red area: Nose

- Blue area: Around eyes and around nose

Arrangement of light source noise:

Around the eyes and around the nose

2 placed on both sides of pupils
(30°: inside two; 20°: outside two;
0°: innermost two)

*Around the nose

= ' .
2 placed on both sides of nose;

*Around the eyes
6 placed on both sides of eyelids;
1 placed between eyebrows. Effect of wearing privacy visor
Prevents face detection with almost no facial discomfort

Evaluation experiment

Method:

- Evaluators:10

‘Distance : 1-22m

Angle: 0° ,10° ,20

*Number of people detected:
0 — 10 people

o

Detect face using Open CV algorithm:

*Detection areas which pass all the strong classifier become candidate

of a face
*In the area determined as the candidate of a face being contained,
detection area (different sizes) M determined as the candidate
of other faces being contained is shown as below
M 2 2: Determined that there is a face - Face is detected
M < 2 : Determined that there is no face - Face is not detected

NIll

TEL: +81-3-4212-2516

M2 2: Face detect M < 2: Face not detect

%(I) Non-mounted privacy visor

d

Number of
people detected

Distance

Faces at all distances and
angles could not be
detected

Privacy visor B Effectively prevents invasion of privacy

Contact: Isao Echizen — Associate Professor of Digital Content and Media Sciences Research Division
FAX: +81-3-4212-2120

Email: iechizen@nii.ac.jp
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