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Abstract

This research aims to construct secure and usable rights trading method which enables trading elec-

tronic rights and its counter values among users in the area of secondary market for electronic rights

which growing rapidly in recent years.

Conventional researches required complicated managements of public keys and private keys, heavy

computations for the electronic signature and its verification and several transactions between clients,

so the trading among users was limited to be direct and synchronous one and it lacked usability. In

this paper, I investigated the application of the secret sharing scheme to rights trading method, which

is a kind of secure information protection technology that enables unconditional secure storage of secret

information by relatively light computation using polynomial function over finite field. I invented a

novel scheme which enables partial reconstruction of the secret information that means a part of secret

information is reconstructed specifically under the controlled conditions. Then I realized a novel rights

trading method using proposed scheme, which enables secure and usable rights trading by dispersing and

circulating the necessary information for trading rights and its counter values among users.

The proposal method handles the account-based electronic rights which are stored in users account

held by rights manager and it circulates dispersed trading declaration information which declares the

dealings of the electronic right that assignor holds using secret sharing scheme. So the protocol is secure

against cryptoanalysis of dispersed trading declaration information and is also safe against interpolation

and forgery of it. Furthermore, in addition to such strong safety, the proposal method completes trading

within only two asynchronous transactions among the three players of assignor, assignee and rights

manager, so users can trade their rights over any communication channel and can also entrust its trading

declaration safely to other users so the proposal method improves the usability of rights trading.

The main contribution of this research is the realization of a novel rights trading method providing both

strong security and high usability to users, by applying secret sharing schemes which is a kind of security

techniques that promises unconditional security with relatively light computation. The rights trading

protocol achieved in this research satisfies security requirements of rights trading such as anonymity

and soundness as well as safety, and promises unconditional security of trading declaration information.

Therefore it enables secure deposit of the rights trading declaration information to the third parties which

is not allowed in conventional researches.

Moreover, I design C2B2C rights trading system based on the proposal method, show its strong security

and high usability theoretically and proved its feasibility. In the future, I will put the proposal method

to practical use considering not only relationship between the technology and the business (market) but



also relationships among social model (business manner), public policy and legal system.

This paper is organized as follows.

In Chapter 1, I describe the background and the purpose of this research and show the market of

electronic rights trading and its secondary market. I also organize the security requirements of the rights

trading which is the focus of this research, and outline the problems of conventional researches and

systems, then I describe the main purpose of this research and show the overview of this paper.

In Chapter 2, I classify conventional rights trading methods based on survey of existing researches

and organize the requirements of rights trading methods and clarify the point of discussion. As the

classification of the rights trading methods, I first outline two types of electronic rights, account-based

type and stored-value type, and then I show conventional protocol examples for both rights transfer and

rights trading. Finally, I evaluate conventional approaches from viewpoint of both security and usability

which is main subject of this thesis, and describe the problems of conventional rights trading methods

and the technical problems which I try to solve in this research.

In Chapter 3, I focus on secret sharing schemes which is a kind of security techniques that promises

unconditional security with relatively light computation, and make a study to apply it to rights trading

method. Secret sharing schemes disperse and conceal the secret information into several dispersed infor-

mations (called shares). No one can reconstruct the secret information from such dispersed informations

less than threshold, so schemes are said to be unconditionally secure. In this research, I elucidated the

principle of partial reconstruction in conventional schemes and I invented reconstruction controlled secret

sharing scheme which enables partial reconstruction of the secret under the controlled combinations of

shares. I describe the proposed scheme and show some examples of construction of disperse function

of low degree. I also discuss the security of the proposed scheme by evaluating access structure and

information entropy compared to conventional schemes.

In Chapter 4, I propose unconditional secure rights trading protocol which is one of the achievements

in this thesis and an application of reconstruction controlled secret sharing scheme described in Chapter

3. The proposal protocol handles the account-based electronic rights. It circulates dispersed trading

information which is a declaration of dealings of the electronic right that assignor holds, and it enables

to complete rights trading within 3 transactions among the 3 players of assignor, assignee and rights

manager. Furthermore, I attempt to reduce the transactions for the purpose of improving usability, and

introduce the idea of one time password to eliminate the transaction between assignor and rights manager.

As a result, I established rights trading protocol of at least transactions which complete rights trading

within only 2 transactions among 3 players. I discuss security and usability to confirm effectiveness of

the proposed protocols.

In Chapter 5, I investigate the C2B2C rights trading market models and review the application of

the proposed rights trading protocol to realize a practical rights trading system using proposed protocol.

As a result of comparative estimation, I propose and design C2B2C rights trading system based on

broker-mediated model which increases trading opportunity by depositing assignor’s dispersed trading

information to the broker. I show the construction of rights trading system for trading electronic tickets



among users, and describe the outline of processes, transactions and managements of rights trading on

each components, user client which users use, broker server which brokers hold and rights management

server which rights manager holds. I also discuss the design of the system guaranteeing both security

and usability, and then I conclude its effectivity.

Finally, in Chapter 6, I organize the summary of the results in this paper and discuss additional

challenges to realize the proposed rights trading method, and then I conclude the thesis.




