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— Z&URL
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IdPDEZTE (1)

1. handlerxmlZTO 547 REEBREFREEZ AL -ZREEAY YR DB N

_________________________________________________________________________________________________________________

<l Login Handlers -->
<ph:LoginHandler xsi:type="ph:RemoteUser">
: <ph:AuthenticationMethod>
urn:oasis:names:tc:SAML:2.0:ac:classes:TLSClient «— FREEAYVYF DB
</ph:AuthenticationMethod> :
</ph:LoginHandler>

2. ApacheMssl.conf[ZU 547 2 FEBAEFREE D IR % EE &k

<Location /idp/Authn/RemoteUser>
SSLCACertificateFile /opt/shibboleth-idp/credentials/Kanazawa-CA.crt < :2EE B D CASIERE
SSLVerifyClient require « 254 7 FEEBAE% &
SSLVerifyDepth 3
SSLRequireSSL SSLOptions +ExportCertData +StdEnvVars
SSLUserName SSL_CLIENT_S DN _CN « “CN"M{E%Z"REMOTE_USERZRIEZ# (-t vk
SSLRequire %{SSL_CLIENT_S_DN_O} eq “Kanazawa University“«— “O"MD{EHV"Kanazawa University "/
EMNETFIVY
</Location>
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3.

2015/6/12(Fri)

JTOMCAT_HOME/webapps/idp/WEB-INF/web.xml[Z/ N5 A—A2% 1B

<!-- Servlet protected by container user for RemoteUser authentication -->
<servlet>
<servlet-name>RemoteUserAuthHandler</servlet-name>
<servlet-class>edu.internet2.middleware.shibboleth.idp.authn.provider.RemoteUserAuthServlet</servlet-class>
<load-on-startup>3</load-on-startup>
<init-param>
<param-name>authnMethod</param-name>
<param-value>urn:oasis:names:tc:SAML:2.0:ac:classes: TLSClient</param-value>
</init-param>
</servlet>
<servlet-mapping>
<servlet-name>RemoteUserAuthHandler</servlet-name>
<url-pattern>/Authn/RemoteUser</url-pattern>
</servlet-mapping>

4. relying-partyxmlZT 74 ILEDEREEFEEZFeE (VNAD—KREAEL)

. <rp:DefaultRelyingParty provider=https://IDP_SERVER/idp/shibboleth
defaultSigningCredentialRef="IdPCredential" !
! defaultAuthenticationMethod="urn:oasis:names:tc.:SAML:2.0:ac:classes:PasswordProtected Transport"> .

_________________________________________________________________________________________________________________________
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1. IdPIZLCEREEA R DIERE

shibboleth2.xml

<Sessionlnitiator type="Chaining" Location="/Login" isDefault="true" id="Intranet"”
authnContextClassRef="urn:oasis:names:tc:SAML:2.0:ac:classes: TLSClient"
relayState="cookie" entitylD="https://IdPserver/idp/shibboleth">
<Sessionlnitiator type="SAML2" acsIndex="1" template="bindingTemplate.html"/>
<Sessionlnitiator type="Shib1" acsIindex="5"/>
</Sessionlnitiator>

______________________________________________________________________________________________________________

' <Location /secure>
' AuthType shibboleth i
. ShibCompatWith24 On
i ShibRequestSetting requireSession 1 :
' ShibRequestSetting authnContextClassRef urn:oasis:names:tc:SAML:2.0:ac:classes: TLSClient !
| require shib-session
. </Location>

2015/6/12(Fri)
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